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ABSTRACT

The existing privacy-preserving authentication models for Vehicular Ad-hoc Networks (VANETs) primarily

preserve multiple pseudonyms for one vehicle, while overlooking the consideration of confidential iden-

tity requirements. These authentication models cause pseudonyms management complex and revocation

inconvenient. Blockchain seems to be suitable for storing the pseudonym certificates as transactions in

the ledger, which enables distributed authentication. However, blockchain produces high latency for the

membership verification of users. To tackle these problems, we present an Efficient Privacy-preserving Au-

thentication Model (EPAM), leveraging the asynchronous accumulator to extend the blockchain application.

The asynchronous accumulator supports efficient membership verification and avoids the time consuming of

checking the Certificate Revocation List (CRL). Additionally, by designing a mutual authentication protocol,

we achieve privacy properties such as anonymity and unlinkability under the consideration of the semi-trust

RSUs. The simulations show that the membership verification time is about 0.157ms in EPAM test over 107
certificates, thus alleviating the mutual authentication latency in VANETs.

1. Introduction
Vehicular Ad-hoc Networks (VANETs) emerge as a powerful

solution in the Intelligent Transportation System (ITS). VANET

is a heterogeneous network that incorporates communications

among vehicle and other road facilities[1]. This heterogeneous

network enables vehicles to exchange time-critical information

such as road safety, navigation, and other roadside services over

the wireless network[2]. However, the architecture of network

brings in massive real-time messages propagation and dissemina-

tion, which would be leveraged by the adversaries to perform data

association, integration analysis and privacy mining. To cope

with the problems, a privacy-preserving authentication scheme

should be established so that vehicles can communicate with

each other in a secure way.

Applying pseudonyms mechanism to protect the real identity

[3][4] is a natural idea. However, there can be a powerful adver-

sary may try to link the new and old pseudonyms by monitoring

the temporal and spatial relations [5]. Moreover, these schemes

require fresh pseudonym and certificate for each authentication

process. With a large number of pseudonyms and certificates

reserved in the On-board Units (OBUs), it will be inconvenient

to conduct a revocation scheme when the malicious vehicle be

found in the network.

At first glance, blockchain seems to be suitable for storing

the pseudonym certificates in the ledger, as it allow multiple

parties to enable a distributed authentication [6]. In particular,

Yao and Chang presented an anonymous authentication scheme

based on blockchain, where several fog nodes are adopted to sup-

port certificate issuance and consensus reaching [7]. However,

the introduction of fog units might increase vulnerable nodes,

and the risk of privacy leakage. Lu et al. in [8] proposed a
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privacy-preserving signature verification scheme for communi-

cation, where the distributed authentication can be processed

by individual vehicles. However, with the number of vehicles

increases, computation and transmission overhead of RSUs will

increase linearly. Moreover, those privacy-preserving schemes

[9] [10] are time-consuming processes and may fail to satisfy the

efficient requirement because of the dynamic topology and high

node mobility in VANETs.

Our contributions. In the scheme, our goal is to tackle the
problem of the aforementioned schemes and propose an efficient

privacy-preserving authentication model suitable for VANETs

based on blockchain. We leverage the asynchronous accumulator

presented by Leonid Reyzin and Sophia Yakoubov [11], which

requires only a logarithmic update frequency. With a blockchain

network storing the vehicle certificates and authentication results,

the accumulator provides efficient membership verification. In

this way, distributed authentication is enabled to meet the time-

critical processes. We also design a mutual protocol to cope with

the semi-trusted RSUs. In summary, the contributions are as

follows:

• We adopt a novel membership verification model named

asynchronous accumulator to extend the blockchain ap-

plication, which supports the distributed authentication.

By recomputing the vehicle’s certificate and its witness,

referring to several one-way hash calculations, the vehi-

cle will be proved to be an authorized entity efficiently.

Moreover, our new scheme can support non-membership

verification and avoid the time consuming for checking

Certificate Revocation List (CRL).

• We present a mutual authentication protocol under the

consideration of the semi-trust model of RSUs. By ran-

domizing the messages with Elliptic-curve cryptosystems,

our scheme achieves identity anonymity as well as unlink-
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ability during the authentication procedure.

• We implement EPAM in Fabric and conduct extensive sim-

ulations. The comparison of the existing blockchain-based

schemes indicates that our scheme achieves efficiency of

the mutual authentication.

The remainder of our paper is organized as follows: a survey

of existing authentication models for VANETs is given in Section

II, Section III introduces the asynchronous accumulator and de-

scribes the security issues and threat model in the current model.

Section IV presents our proposal EPAM, which is an efficient

privacy-preserving authentication model based on blockchain.

The analysis of the security and privacy of our model is in Sec-

tion V. We evaluate our model and compare it with the existing

proposals in Section VI. Finally, we conclude our proposal as

well as the future work in Section VII.

Figure 1: System model of VANETs

2. Related work
We discuss the current work related to our model in this

section. Particularly, we cover blockchain-based authentication

and privacy-preserving schemes. The articles we mentioned

below make use of more than one technology to construct their

architectures. For the convenience of illustration, we classify the

articles according to their domain methodology.

2.1. Blockchain-based approaches
Compared with the conventional schemes, decentralized au-

thentication schemes are more suitable for VANETs. The core

idea of decentralized schemes is to eliminate the single point

of failure and support the distributed network. Approaches to

building a more reliable authentication have sought to apply

blockchain technology to decrease the role of certificates or CAs.

Certcoin [12] is a PKI architecture supporting decentralized au-

thentication, which is based on namecoin [13]. It stores identity

and public key in a Merkle hash tree accumulator and leverages

distributed hash table to support efficient retrieval. Axon [14]

introduced a privacy-awareness mechanism to implement a more

reliable PKI. It aims to eliminate the public link between public

keys and identity to avoid adversaries tracking actions. It is men-

tioned [14] that the privacy-awareness architecture can achieve

either neighbor group anonymity or totally anonymity. However,

the author did not provide a concrete scheme to implement the

architecture.

2.2. Privacy-preserving approaches based on
blockchain
In order to preserve privacy with the concept of applying

blockchain to authenticate vehicles in VANETs. Various authen-

tication mechanisms have been presented. BPPA [8] applied

a Merkle Patricia tree (MPT) to provide a distributed authen-

tication scheme without the revocation list. It achieves condi-

tional privacy and allows a vehicle to use multiple certificates.

The certificates and real identity are encrypted and stored in

the blockchain. The linkability between the certificates and real

identity can only be revealed in case of disputes. BPPA conducts

an experiment and shows that its authentication can be processed

by individual vehicles within 1 ms. However, the experiment

didn’t consider the communication delay between vehicles and

RSUs. BLA [7] proposed a blockchain-based authentication

scheme assisted by fog data-centers, achieving anonymity, and

granting vehicle users the responsibility of preserving their pri-

vacy. All the entities in BLA are assumed trustworthy, which

is hard to satisfy in the realistic world. BUA [15] proposed a

blockchain-based unlinkable authentication protocol, vehicles

use homomorphic encryption to generate pseudonyms to achieve

unlinkability. However, the communication delay for vehicles

in BUA’s simulation is measured in seconds, which is hard to

satisfy the mobility of VANETS.

However, suchmethodologies have several drawbacks. Firstly,

they need extra computing of vehicles to generate pseudonyms

or encrypt real identity to achieve unlinkability, which incurs

additional computation and time cost. Secondly, during the

authentication process, vehicles need to query a certificate revo-

cation list (CRL) to check the current status of the certificate in

some of these schemes. Thirdly, the problem of low efficiency

in some mechanisms hasn’t been resolved. To this end, we pro-

pose a novel EPAM (Efficient Privacy-preserving Authentication

Model) to facilitate the authentication in a decentralized way.

3. Prelimiaries
Before presenting our scheme, we introduce a brief review

of the preliminary knowledge. System and security model will

also be presented in this section.

3.1. Asynchronous accumulator
In our scheme, we extended blockchain application by con-

structing asynchronous accumulators. The accumulators are used

to reduce the membership verification latency. Membership veri-

fication is defined as the procedure for each vehicle that has been

registered to LEA can be verified as a member of VANETs. We

consider the membership verification as an important procedure

for our authentication model.

The accumulator was firstly proposed by Benalon and De

Mare [16] in 1993. An accumulator is a set of elements organized

in a more compact way, which is used to retrieve and verify

membership efficiently. Leonid Reyzin and Sophia Yakoubov

[11] introduced an efficient asynchronous accumulator suitable

for distributed applications and peer to peer network. It leverages

Merkle hash trees, but maintains multiple Merkle tree roots as

part of the accumulator value [17]. This kind of accumulator
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is suitable for VANETs, because it requires only a logarithmic

update frequency and supports the verification of an up-to-date

witness against an outdated accumulator.

In our construction of asynchronous accumulator, the pro-

cedure is similar to build a Merkle hash tree. As shown in Fig-

ure 2, the shaded part is an accumulator. The leaf nodes are

𝐻(𝐶𝑟𝑒𝑣0 ),𝐻(𝐶𝑟𝑒𝑣1 ),..., 𝐻(𝐶𝑟𝑒𝑣𝑛 ), in which 𝐻(𝐶𝑟𝑒𝑣𝑖 ) is the
vehicle certificate operated by a one-way hash function. The

elements with blue dashed outlines are the witness for element

𝐻(𝐶𝑟𝑒𝑣1 ), which is marked with red line. Witness for𝐻(𝐶𝑟𝑒𝑣1 )
is 𝑤(𝐶𝑟𝑒𝑣1 )

= ((𝐻(𝐶𝑟𝑒𝑣0 ), 𝑙𝑒𝑓 𝑡)), (𝐻(𝐻(𝐶𝑟𝑒𝑣2 )‖
𝐻(𝐶𝑟𝑒𝑣3 )), 𝑟𝑖𝑔ℎ𝑡)),𝐻(𝐻(𝐶𝑟𝑒𝑣4 )‖𝐻(𝐶𝑟𝑒𝑣7)), 𝑟𝑖𝑔ℎ𝑡)).
For constructing the second-last level of the tree, starting

from left, a node is inserted at the level acts as a parent for every

two leaf nodes, that would be 𝑍 = 𝐻(𝐻(𝐶𝑟𝑒𝑣𝑖 )‖𝐻(𝐶𝑟𝑒𝑣𝑖+1)).
Thismethod of constructing the next higher-level node is repeated

until the root is constructed. 𝑟𝑑 is the root of a complete Merkle

tree with 2𝑑 leaves if and only if the 𝑑𝑡ℎ least significant bit of
the binary expansion of n is 1. Otherwise, 𝑟𝑑 = ⊥. When the

newly registered vehicle needs to be added to the accumulator,

we should merge the Merkle trees to create deeper ones.

Figure 2: An illustration of accumulator.

3.2. System Model
We intend to provide an efficient privacy-preserving authenti-

cation scheme in VANETs. Figure 1 describes the system model

of our proposal, which consists of four entities. There are the

Law Enforcement Authority (LEA), Regional Service Managers

(RSMs), Road-side Units (RSUs) and users(i.e., On-board Units).

The wired connections among LEAs, RSMs and RSUs are con-

sidered reliable, while the communication between RSUs and

vehicles using wireless connections is vulnerable. A blockchain

network is constructed to store the vehicle certificates and au-

thentication results permanently and immutably. We introduce

the system model with the main components.

Law Enforcement Authority (LEA): LEA should be an
institution authorized by law that is a trusted management center.

It provides authorization to the vehicles and RSMs in our model.

LEA has the ability to audit the network by revealing the real

identities of the RSUs and vehicles.

Regional Service Manager (RSM): RSM roles that are del-
egated by the LEA to assure valid and efficient authentication.

RSMs are fully-trusted and divide the whole network into several

logical domains. Each RSM is responsible for registering and

revoking vehicles as well as RSUs within its domain. They also

act as blockchain and accumulator managers, responsible for

maintaining the public Leger and constructing the asynchronous

accumulator. Moreover, they are responsible for constructing

a key-value pair table, for example, a Distributed Hash Table

(DHT) [18] to preserve the vehicle certificates and the corre-

sponding witnesses.

Road-side Units (RSUs): RSUs are located alongside the
roads to organize and coordinate vehicular communications in

an optimized manner. Considering the development of hardware,

we assume that the RSUs have stronger computation and storage

capabilities They are semi-trusted [19] facilities, in the sense that

they may misbehavior on their own but would never conspire

with either of the other entities.

On-board Units(OBUs): The main computing and commu-
nication units in vehicles are the OBUs. They are embedded

equipment with limited computing capability, which can be used

to communicate with each other.

3.3. Security model
In [20], Raya et al. divided the applications into two major

categories: safety-related and value-added applications. Based

on the categories, [4] defined four basic security threats including

bogus information, identity disclosure, denial of services, replay

attacks. Thus, the following security and privacy-preserving

requirements should be satisfied:

• Authentication correctness and security: For the cor-
rectness property, the authorized vehicles can always be

verified that they are indeed the legal entities. And refer-

ring to security, EPAM can be proved that it can resist

the basic attacks as well as replay attack[21]. After the

authentication, a server can establish a secure channel be-

tween vehicles or RSUs, and no adversary can tamper with

transmitted messages.

• Replay attack resistance: Our scheme can resist the at-
tacker who repeats a previously transmitted message, with

the intention of intercepting and retransmitting its mod-

ified version, thereby fooling the honest authentication

party.

• Nonrepudiation: LEA has the ability to trace the misbe-
having vehicles and reveal their real identities.

• Privacy preservation: In our scheme, the privacy-preserving
property refers to 1) anonymity, the ability to communicate

without revealing the identity of the vehicles, and 2) un-

linkability, the ability of a single vehicle to send multiple

messages without revealing that the messages are sent by

the same vehicle.

4. EPAM (Efficient Privacy-preserving
Authentication Model)
The section presents EPAM, including three phases: initial-

ization, chain construction, and mutual authentication, as shown

in Figure 3. LEA, RSM, RSU and vehicles are initialized in

Phase I, while the blockchain and accumulators are generated

in Phase II. The mutual authentication protocol is conducted in
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Table 1 Basic Notations and Description
Notation Description
𝑅𝑖 The 𝑖𝑡ℎ RSU.
𝑅𝑆𝑀𝑖 The 𝑖𝑡ℎ RSM.
𝑝𝑘𝐿𝐸𝐴, 𝑠𝑘𝐿𝐸𝐴 Public key and secret key of LEA.
𝑝𝑘𝑅𝑆𝑀

𝑖
, 𝑠𝑘𝑅𝑆𝑀

𝑖
Public key and secret key of RSM𝑖.

𝑝𝑘𝑅
𝑖
, 𝑠𝑘𝑅

𝑖
Public key and secret key of 𝑅𝑖.

𝑝𝑘𝑉
𝑖
, 𝑠𝑘𝑉

𝑖
Public key and secret key of 𝑣𝑖.

𝜎𝑅𝑆𝑀,𝑅𝑖
Signature signed by LEA’s secret key for 𝑅𝑖.

𝜎𝑅𝑆𝑀,𝑉𝑖
Signature signed by LEA’s secret key for 𝑣𝑖.

|| Message concatenation.
𝑇𝑅 A timestamp of RSU.
𝐶𝑟𝑒𝑣𝑖 Certificate of 𝑣𝑖 generated by LEA.
{𝑀}𝑝𝑘 Encrypt 𝑀 with public key 𝑝𝑘.

phase III. EPAM segregates the network into two private sub-

set communication channels, which would conduct private and

confidential transactions. The channel between LEAs and RSMs

called Channel 𝐴 shares the vehicle’s certificate information.

While the channel between RSMs and RSUs called Channel 𝐵

shares the authentication results. Besides, we provide revocation

mechanism for the vehicles. The frequently used notations and

parameters are described in Table 1.

Figure 3: The architecture of EPAM

4.1. System Initialization
The initialization phase is conducted by the LEA. We employ

the Elliptic-curve cryptosystems as the underlying primitives for

RSMs, RSUs and OBUs.

1) LEA’s initialization
• Set an elliptic curve 𝐸 ∶ 𝑦2 = 𝑥3 + 𝐴𝑥 + 𝐵, where

𝐴,𝐵 ∈ ℤ∗
𝑝 are constants with 4𝐴

3 + 27𝐵2 ≠ 0 mod 𝑝

• Let 𝑝 ≥ 5 be a prime, 𝔼𝑞(𝑎, 𝑏) be the elliptic group of
points, 𝑞 is the order and 𝐺 is the base point.

• LEA randomly chooses an integer 𝑠𝑘𝐿𝐸𝐴 from {1, ..., 𝑞 −
1}, then computes its public key 𝑝𝑘𝐿𝐸𝐴 = 𝑠𝑘𝐿𝐸𝐴 × 𝐺 .

• A one-way hash function ℎ ∶ (0, 1)∗ → (0, 1)𝑙.

• LEA publishes the public parameters (𝐴,𝐵,𝐺, 𝑝, 𝑞,

𝑝𝑘𝐿𝐸𝐴 ) and reserves its secret key.

2) RSM’s initialization
• Each 𝑅𝑆𝑀𝑖 randomly chooses an integer 𝑠𝑘

𝑅𝑆𝑀
𝑖

, then

computes its public key 𝑝𝑘𝑅𝑆𝑀
𝑖

= 𝑠𝑘𝑅𝑆𝑀
𝑖

× 𝐺.

• All the RSMs deliver their secret and public key pairs to

the LEA via a secure channel.

• Each RSM broadcasts its public key in its domain.

3) RSU’s registration
For the registration of 𝑅𝑖 , LEA verifies the RSU’s identity

and issues the public key for 𝑅𝑖.

• LEA chooses a random number 𝑠𝑘𝑅
𝑖
which is the private

key of 𝑅𝑖, then computes the public key 𝑝𝑘
𝑅
𝑖
= 𝑠𝑘𝑅

𝑖
× 𝐺.

• LEA signs RSU with its secret key, 𝜎𝐿𝐸𝐴,𝑅𝑖
= 𝑆𝑖𝑔(𝑝𝑘𝑅

𝑖
‖

𝐷𝐴, 𝑠𝑘𝐿𝐸𝐴). The certificate for 𝑅𝑖 is (𝑝𝑘
𝑅
𝑖
,𝜎𝐿𝐸𝐴,𝑅𝑖

).

• LEA delivers 𝑠𝑘𝑅
𝑖
, 𝑝𝑘𝐿𝐸𝐴 and its certificate via a secure

channel to 𝑅𝑖.

4) Vehicle’s registration
After verifying the identity of vehicle thoroughly, RSM issues

certificates for vehicle as follows:

• LEA generates a secret integer 𝑠𝑘𝑣
𝑖
as the private key for

𝑣𝑖, then computes the public key 𝑝𝑘
𝑣
𝑖
= 𝑠𝑘𝑣

𝑖
× 𝐺 .

• LEA signs 𝑣𝑖 with its secret key, 𝜎𝐿𝐸𝐴,𝑉𝑖 = 𝑆𝑖𝑔(𝑝𝑘𝑣
𝑖
,

𝑠𝑘𝐿𝐸𝐴).

• Vehicle reserves its certificate, 𝐶𝑟𝑒𝑣𝑖 = (𝑝𝑘𝑣
𝑖
‖𝜎𝐿𝐸𝐴,𝑣𝑖 )in

the OBU, which was delivered by LEA via a secure chan-

nel.

In this initialization procedure, LEA should retain the vehi-

cle’s private material and its offline secret key confidentiality.

Thus, we assume that there is no privacy disclosure and security

attack risk in this phase.

4.2. Chain construction
1) Certificate transaction generation
After the initialization phase,the certificate transactions will

be generated by RSM, as described below. We choose Kafka[22]

as the consensus service in ourmodel, which can handle hardware

crash problems.

Step-1: The submitter 𝑅𝑆𝑀𝑠 initiates a transaction proposal,

which is a request to invoke a vehicle’s certificate transaction with

input parameters 𝐻(𝐶𝑟𝑒𝑣𝑖 ) = 𝐻(𝑝𝑘𝑉
𝑖
‖𝜎𝐿𝐸𝐴,𝑣𝑖 ). Then, 𝑅𝑆𝑀𝑠

packages the transaction proposal into the properly format and

signs the transaction proposal with its secret key, shown as for-

mula (1)

𝜎𝑅𝑆𝑀𝑠,𝑣𝑖
= 𝑆𝑖𝑔(𝐻(𝐶𝑟𝑒), 𝑠𝑘𝑅𝑆𝑀𝑠

) (1)

Step-2: The endorsing RSMs verify 1) the format of transaction
proposal is correct, 2) the transaction proposal has not been

submitted in the past, 3) the signature of submitter𝑅𝑆𝑀𝑠 is valid,

and 4) the submitter 𝑅𝑆𝑀𝑠 is properly authorized to perform

the proposed operation on the channel. After that, the endorsing

RSMs take the transaction proposal inputs and sign them as

following formula

𝜎𝑅𝑆𝑀𝑘,𝑣𝑖
= 𝑆𝑖𝑔(𝜎𝑅𝑆𝑀𝑠,𝑣𝑖

, 𝑠𝑘𝑅𝑆𝑀𝑘
) (2)

Page 4 of 11



An Efficient Privacy-preserving Authentication Model Based on Blockchain for VANETs

Table 2 Description for Accumulator
Algorithm Description
𝐴𝑡 The accumulator at time 𝑡.
𝑤

𝑣𝑖
𝑡 The witness for 𝑣𝑖 in accumulator at time 𝑡.

𝐻(𝐶𝑟𝑒𝑣𝑖 ) The 𝑖𝑡ℎ element 𝐻(𝐶𝑟𝑒𝑣𝑖 ) for 𝑣𝑖 in the accumulator.
𝐺𝑒𝑛(1𝑘) → 𝐴0 Initialize the accumulator 𝐴0.

𝐴𝑑𝑑(𝐴𝑡−1,𝐻(𝐶𝑟𝑒𝑣𝑖 )) → (𝐴𝑡,𝑤
𝑣𝑖
𝑡 ,𝑀

𝑣𝑖
𝑡 )

Update the accumulator 𝐴𝑡−1 by adding element 𝐻(𝐶𝑟𝑒𝑣𝑖 ), and returns the new
state of accumulator 𝐴𝑡 as well as the new witness 𝑤𝑣𝑖

𝑡 . Messages 𝑀𝑣𝑖
𝑡 will be sent

to witness holders to update the witness.

𝑊 𝑖𝑡𝐴𝑑𝑑(𝑣𝑖, 𝑤
𝑣𝑖
𝑡−1),𝑀

𝑣𝑖
𝑡 ) → 𝑤

𝑣𝑖
𝑡

On receiving the message 𝑀
𝑣𝑖
𝑡 after the new element 𝐻(𝐶𝑟𝑒𝑣𝑗 ) inserted, RSM

updates the current state of witness 𝑤𝑣𝑖
𝑡−1 and returns an updated 𝑤

𝑣𝑖
𝑡 .

𝑉 𝑒𝑟𝑀𝑒𝑚(𝐴𝑡,𝐻(𝐶𝑟𝑒𝑣𝑖 ), 𝑤
𝑣𝑖
𝑡 ) → {1, 0} RSM checks the membership of 𝐻(𝐶𝑟𝑒𝑣𝑖 ) with the witness and returns 1 if the

certificate of 𝑣𝑖 appears to be in 𝐴𝑡, otherwise returns 0.

Step-3: The submitter 𝑅𝑆𝑀𝑠 verifies endorsing peers’ signa-

tures and compares the endorsement policy. Then, 𝑅𝑆𝑀𝑠 sub-

mits the transaction to the ordering service to update the ledger.

Step-4: After the blocks of transactions created, a message will
be sent to each RSM to notify that the transaction has been

immutably appended to the chain. Upon receiving the message,

each RSM updates its Ledger to the current world state.

2) Accumulator generation
After the vehicle certificates have been appended to the

blockchain, each RSM constructs an asynchronous accumulator

to support the efficient decentralized authentication. The whole

point of the accumulator generation phase is trying to reduce

the membership verification latency. In the paper, membership

verification has been formalized in Formula (8) to verify whether

a vehicle is a member of VANETs or not. The procedure explains

as follows, and Table 2 lists the algorithms used in this phase.

Step-1: RSM initiates the Merkle hash accumulator 𝐴0 by con-
ducting formula (3), which representing an empty set

𝐺𝑒𝑛(1𝑘) → 𝐴0. (3)

Step-2: RSM adds the new vehicle’s certificate𝐻(𝐶𝑟𝑒𝑣𝑖 ) to the
accumulator, generating the updated accumulator which is 𝐴𝑡,

and the membership witness 𝑤
𝑣𝑖
𝑡 for the vehicle 𝑣𝑖 generates as

follows

𝐴𝑑𝑑(𝐴𝑡−1,𝐻(𝐶𝑟𝑒𝑣𝑖 )) → (𝐴𝑡,𝑤
𝑣𝑖
𝑡 ,𝑀

𝑣𝑖
𝑡 ). (4)

The RSM constructs a key-value pair table, for example, a Dis-

tributed Hash Table (DHT) [18] to reserve the𝐻(𝐶𝑟𝑒𝑣𝑖 ) and the
corresponding witness 𝑤

𝑣𝑖
𝑡 .

Step-3: If the accumulator 𝐴𝑡−1 already has any other elements
in it, for example, {𝐻(𝐶𝑟𝑒𝑣1 ),𝐻(𝐶𝑟𝑒𝑣2 ),… ,𝐻(𝐶𝑟𝑒𝑣𝑛 )}. When
a new element 𝐻(𝐶𝑟𝑒𝑣𝑗 ) should be added in the accumulator,
a subset of the update messages {𝑀𝑣1

𝑡 ,𝑀
𝑣2
𝑡 ,… ,𝑀

𝑣𝑛
𝑡 } will be

generated and delivered to the other RSMs. The update message

could be used to update the witness lists. The update message

𝑀
𝑣𝑛
𝑡 contains the element {𝑤

𝑣𝑛
𝑡 , 𝐴𝑡−1, 𝐴𝑡,𝐻(𝐶𝑟𝑒𝑣𝑛 )}.

Step-4: Once the RSMs receive the update message𝑀𝑣1
𝑡 at time

𝑡, they can choose to update the vehicle’s witness by replacing

the old one, the algorithm shown as formula (5)

𝑊 𝑖𝑡𝑈𝑝𝑑𝑎𝑡𝑒(𝐻(𝐶𝑟𝑒𝑣𝑖 ), 𝑤
𝑣𝑖
𝑡−1,𝑀

𝑣1
𝑡 ) → 𝑤

𝑣𝑖
𝑡 . (5)

After the accumulator generation phase, each RSM has the

up-to-date accumulator and the corresponding key-value pair

table. Note that, the accumulator [11] used in our scheme has

low update frequency and old accumulator compatibility, which

can support authentications in VANETs in a better way.

4.3. Certificate revocation
In our scheme, LEA could revoke a misbehaving vehicle

before the expiration time of its certificate, the revocation steps

are listed as follows:

Step-1: LEA sends a transaction proposal to RSM, which is a
request to revoke a vehicle’s certificate transaction with input pa-

rameters (𝑟𝑒𝑣𝑜𝑘𝑒,𝐻(𝑝𝑘𝐿𝐸𝐴‖𝜎𝐿𝐸𝐴,𝑣𝑖 )). RSM updates the ledger
with a revocation transaction. The transaction commitment pro-

cedure is almost the same as described in Section 4.B-1 from

Step 2 to Step 4.

Step-2: RSMupdates the accumulator by replacing the leaf node
𝐻(𝐶𝑟𝑒𝑣𝑖 ) with ⊥. Then, RSM broadcasts the update message.

Note that the revocation check time will be significantly de-

creased by the using of asynchronous accumulator mechanism.

4.4. Mutual authentication
In this phase, we introduce an authentication protocol shown

as Figure 5, including five steps described as follows. The au-

thentication results will be saved in the blockchain by the RSM.

It is enabled by the progress described below.

Figure 4: Mutual authentication protocol of EPAM

Step-1: RSU periodically broadcasts its public key, domain,
timestamp, communication rage and speed limit. For RSU 𝑅𝑖 in
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Domain 𝐷𝐴, the message is𝑀𝑠𝑔1 = (𝑝𝑘𝑅
𝑖
, 𝐷𝐴, 𝜎𝐿𝐸𝐴,𝑅𝑖

, 𝑇𝑅,

𝑝𝑘𝑅𝑆𝑀
𝑖

).

Step-2: On receiving the message, the vehicle firstly checks
whether 𝐷𝐴 is a new domain. If it stands, the vehicle 𝑣𝑖 initiates

the verification procedure. By running formula (6)

𝑉 𝑒𝑟𝑖𝑓𝑦(𝑝𝑘𝐿𝐸𝐴, 𝜎𝐿𝐸𝐴,𝑅𝑖
, 𝑝𝑘𝑅𝑖 )

?
= 1. (6)

𝑣𝑖 could check the validation of 𝑅𝑖.

Step-3: If 𝑅𝑖 is valid, 𝑣𝑖 sends𝑀𝑠𝑔2 = {𝑅𝑎𝑚𝑖,𝐻(𝐶𝑟𝑒𝑣𝑖 ),
𝑇𝑅}𝑝𝑘𝑅𝑆𝑀

𝑖
to𝑅𝑖, themessage encloses hashed certificate𝐻(𝐶𝑟𝑒𝑣𝑖 ),

a random number𝑅𝑎𝑚𝑖 and 𝑇𝑅, which is encrypted by the public

key of 𝑅𝑆𝑀𝑖.

Step-4: 𝑅𝑖 receives the message and signs the message with its

secret key, shown as formula (7)

𝜎𝑀𝑠𝑔2,𝑅𝑖
= 𝑆𝑖𝑔(𝑀𝑠𝑔2, 𝑠𝑘

𝑅
𝑖 ). (7)

then sends𝑀𝑠𝑔3 = (𝜎𝑀𝑠𝑔2,𝑅𝑖
,𝑀𝑠𝑔2) to 𝑅𝑆𝑀𝑖 within its do-

main.

Step-5: On receiving𝑀𝑠𝑔3 at 𝑇
∗, the 𝑅𝑆𝑀𝑖 validates the sig-

nature of 𝑅𝑖 and decrypts the message with the secret key. By

checking whether 𝑇 ∗ − 𝑇𝑅 ≤ Δ𝑇 , 𝑅𝑆𝑀𝑖 ensures that the mes-

sage is within the timestamp limit. Then, the RSM verifies the

membership of 𝑣𝑖 by recomputing the root of the accumulator

𝑅𝑜𝑜𝑡𝐴𝑡
using 𝐻(𝐶𝑟𝑒𝑣𝑖 ) and the corresponding witness 𝑤

𝑣𝑖
𝑡 , as

shown in formula (8)

𝑉 𝑒𝑟𝑀𝑒𝑚(𝑅𝑜𝑜𝑡𝐴𝑡
,𝐻(𝐶𝑟𝑒𝑣𝑖 ), 𝑤

𝑣𝑖
𝑡 )

?
= 1. (8)

If it stands, 𝑅𝑆𝑀𝑖 believes that 𝑣𝑖 is indeed the authorized vehi-

cle. Then 𝑅𝑆𝑀𝑖 sends the result to 𝑅𝑖. 𝑅𝑖 believes that 𝑣𝑖 is the

authorized vehicle and then negotiates the session key with 𝑣𝑖.

The authentication phase involves three entities to cope with

the semi-trusted RSUs. In the reality situation, wired connection

between RSMs and RSUs ensures reliable connections. Thus, the

communication overhead is dominant to the wireless connection.

Moreover, we achieve levels of privacy during this phase, the

analysis will be provided in Section V.

5. Security and privacy analysis
We assume that the adversary in our model cannot break

the standard cryptographic primitives, for instance finding hash

collisions on SHA3 or forging digital signatures on Elliptic-curve

cryptosystems. Further, the adversary cannot compromise the

secret keys of RSUs and vehicles. Under the assumption, we

can describe the security and privacy-preserving properties that

EPAM is expected to have. Formally, the correctness property

requires that for each vehicle who has registered it should be

easily authenticated by any RSM in VANETs, and the security

property requires that for each vehicle who hasn’t registered it

should be infeasible to prove the membership.

5.1. Authentication correctness
The proposed scheme is correct if an authorized vehicle can

always be authenticated by RSM.More formally, for each vehicle

𝑣𝑖 who has the corresponding𝐶𝑟𝑒𝑣𝑖 issued by LEA, the following

holds true:

𝑉 𝑒𝑟𝑀𝑒𝑚(𝑅𝑜𝑜𝑡𝐴𝑡
,𝐻(𝐶𝑟𝑒𝑣𝑖 ), 𝑤

𝑣𝑖
𝑡 )

=
⎧
⎪
⎨
⎪
⎩

1, 𝑖𝑓 𝐶𝑟𝑒𝑣𝑖 ∈ 𝐴𝑡,

0, 𝑖𝑓 𝐶𝑟𝑒𝑣𝑖 ∉ 𝐴𝑡,

⊥, 𝑖𝑓 𝐶𝑟𝑒𝑣𝑖 ∈ 𝑟𝑒𝑣𝑜𝑘𝑒𝑑.

(9)

5.2. Authentication security
Our scheme achieves the security of authentications between

RSUs and vehicles if 1) it is hard to fabricate a certificate 𝐶𝑟𝑒𝑣𝑖
for vehicle 𝑣𝑖 that has not been registered to the LEA, 2) it can

resist replay attack, and 3) nonrepudiation.

Challenge 1: An adversary 𝐴 pretends to be an authorized
vehicle. It may forge a certificate and try to fool the nearby RSUs

into believing that it is a legal entity.

Resistance: To be authenticated by RSMs, 𝑣𝑖 performs a
one-way hash function to generate its certificate hash𝐻(𝐶𝑟𝑒𝑣𝑖 )
based on the certificate which has been reserved in a tamper-proof

device. Without knowing 𝐶𝑟𝑒𝑣𝑖 , it is computationally infeasible

for adversary𝐴 to forge a valid𝐻(𝐶𝑟𝑒𝑣𝑖 ), similarly, no adversary
can forge a witness corresponding to𝐻(𝐶𝑟𝑒𝑣𝑖 ).

Challenge 2: An adversary 𝐴 pretends to be an authorized
RSU. It may forge a certificate and tries to cheat the vehicle into

believing that it is a legal RSU. The communication between the

authorized vehicle and the adversary 𝐴 may disclose vehicle’s

identity information.

Resistance: In our protocol, when vehicle 𝑣𝑖 receives the
broadcasting message {𝑝𝑘𝐴

𝑖
, 𝐷𝐴, 𝜎𝐿𝐸𝐴,𝐴, 𝑇(𝐴)} sent by 𝐴, 𝑣𝑖 val-

idates the 𝐴’s certificate by running formula (10)

𝑉 𝑒𝑟𝑖𝑓𝑦(𝑝𝑘𝐿𝐸𝐴, 𝜎𝐿𝐸𝐴,𝐴, 𝑝𝑘
𝐴
𝑖 )

?
= 1. (10)

Because 𝐴 hasn’t been authorized by the RSM, the verification

process fails. The message sent by 𝐴 will be dropped. The

authorized vehicle wouldn’t send any message to the adversary

𝐴.

Resisting Relay attack: During the authentication phase,
the message’s freshness is guaranteed by Δ𝑇 . Set 𝑇𝑅 as the
moment the RSU broadcasts the message, 𝑇 ∗ as the moment
the RSM receiving the message replied from the vehicle. When

receiving the message, 𝑅𝑆𝑀𝑖 first checks the 𝑇
∗ − 𝑇𝑅 ≤ Δ𝑇 to

make sure the message within the timestamp limit.

Nonrepudiation: The vehicle’s real certificate 𝐶𝑟𝑒𝑣𝑖 is en-
closed in the authentication message𝑀𝑠𝑔2. Though the certifi-
cate hash 𝐻(𝐶𝑟𝑒𝑣𝑖 ) and combination of encryption by RSM’s
secret key, no entity except for RSM can reveal the real certificate

of the vehicle. If RSM suspects a vehicle, it can decrypt𝑀𝑠𝑔2
and verify the message. Thus the nonrepudiation of our scheme

is guaranteed.

5.3. Privacy analysis
It is worthy of note that our scheme predominantly intends

to preserve anonymity and unlinkability as described in Section
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3.3.

Anonymity: First, the real identities are reserved in the
blockchain network. EPAM segregates the network into chan-

nels, where the channel represents only RSMs and LEAs can

visit the data. Second, EPAM can guarantee the confidentiality

of the messages during the authentication phase. Adversaries

can get the real identity of vehicles because 1) identity related

certificate has been hashed, 2) the message is encrypted by the

public key of fully-trusted RSM, and 3) the random number and

timestamp are added to make sure the authentication message is

unique.

Unlinkability: We present a model to illustrate the chal-
lenges and our scheme achieves unlinkability during the authenti-

cation. We subject our scheme to two challenges: 1) the amount

of identity information obtained by the attacker during the inter-

active authentication process, and 2) the total number of inter-

actions collected to deduce different authentication process to a

specific vehicle.

Privacy Challenge: We assume that adversary (𝐴) who is a
semi-trusted verifier, which means 𝐴 tries to obtain the identity

information of 𝑣𝑖. It is possible that the 𝐴 establishes a link lead

to vehicle’s privacy disclosure. We present the analysis below.

Definition: Let (𝑣𝑖, 𝐴) be the parties involved in the authen-
tication process. These parties share the input (𝑣𝑖, 𝐴) (𝑀𝑠𝑔2),
which is

𝜒 = {𝑅𝑎𝑚𝑖,𝐻(𝐶𝑟𝑒𝑣𝑖 ), 𝑇𝑅𝑆𝑈}𝑝𝑘𝑅𝑆𝑀𝑖
. (11)

For input𝑀𝑠𝑔2, we say that 𝑣𝑖 and 𝐴 use a privacy-preserving
protocol has unlinkability property if the following is true.

The adversary𝐴 cannot determine whether𝑀𝑠𝑔2 and𝑀𝑠𝑔
′

2
originated from the same vehicle or not. For Step-3 involved in

the protocol, 𝑣𝑖 sends the message𝑀𝑠𝑔2 = {𝑅𝑎𝑚𝑖,𝐻(𝐶𝑟𝑒𝑣𝑖 ),
𝑇𝑅𝑆𝑈}𝑝𝑘𝑅𝑆𝑀

𝑖
to 𝑅𝑖, the message encloses hashed certificate

𝐻(𝐶𝑟𝑒𝑣𝑖 ), a random number𝑅𝑎𝑚𝑖 and 𝑇𝑅𝑆𝑈 , which is encrypted

by the public key of𝑅𝑆𝑀𝑖. With𝑅𝑎𝑚𝑖 and 𝑇𝐴 randomize𝑀𝑠𝑔2
sent by vehicle every time, even if 𝐴 rejects all the validations

and obtains the reduplicate interactive information, it still cannot

obtain any additional information to deduce different messages

linking to a specific vehicle.

6. Performance evaluation
In this section, We provide the costs of running Kafka con-

sensus in the prototype. The authentication overhead and time

consumption for mutual authentication in VANETs are analyzed.

Moreover, the practical viability of our proposed scheme is eval-

uated against the existing state-of-the-art approaches, in order to

exhibit the efficiency of our proposed scheme.

6.1. Experiment setting
The prototype is implemented in Hyperledger Fabric, its

chaincodes are developed in Go, a fast and compiled language.

To measure the authentication overhead, we leverage the accumu-

lator and developed it in JAVA. The ns-3 [23] is used to simulate

the average communication latency between RSUs and vehicles.

The protocol is IEEE 802.11p and the routing is AODV [24].

Table 3 Comparison for computation overhead
Scheme Authenticate a vehicle Authenticate 𝑛 vehicles
IBV 3𝑇𝑏𝑝 + 𝑇𝑝𝑚𝑒𝑐 + 𝑇𝑚𝑡𝑝 3𝑇𝑏𝑝 + 𝑛𝑇𝑝𝑚𝑒𝑐 + 𝑛𝑇𝑚𝑡𝑝
ABAKA 3𝑇𝑝𝑚𝑒𝑐 (2𝑛 + 1)𝑇𝑝𝑚𝑒𝑐
CPAS 3𝑇𝑏𝑝 + 𝑇𝑠𝑚 3𝑇𝑏𝑝 + (𝑛 + 1)𝑇𝑠𝑚
BPPA 2𝑇𝑝𝑚𝑒𝑐 + 𝑇𝑝𝑎𝑒𝑐 + 25𝑇ℎ 2𝑛𝑇𝑝𝑚𝑒𝑐 + 𝑛𝑇𝑝𝑎𝑒𝑐 + 25𝑛𝑇ℎ
Ours 8𝑇𝑝𝑚𝑒𝑐 + 4𝑇𝑝𝑎𝑒𝑐 (𝑛 + 7)𝑇𝑝𝑚𝑒𝑐 + (𝑛 + 3)𝑇𝑝𝑎𝑒𝑐

We have three organizations, which are LEAs, RSMs and

RSUs. RSMs are responsible for proposing the certificate trans-

actions and committing them. After a certificate transaction is

successfully committed, the submitter RSM broadcasts the mes-

sage to RSMs and LEAs. RSMs are used as endorsing peers,

while keep the certificate ledgers sync with LEA and construct

the asynchronous accumulator. The endorsement policy is set

that a transaction will be successfully committed when more

than 2𝑛 + 1 signatures from the endorsing RSMs are valid.
We set two private subset communication channels among

LEAs, RSMs and RSUs, which would conduct private and con-

fidential transactions. The channel between LEAs and RSMs

called Channel 𝐴 shares the vehicle’s certificate information.

While, the channel between RSMs and RSUs called Channel 𝐵

shares the authentication results. The channel’s policy is set that

LEAs and RSMs have the right to write in Channel 𝐴 and Chan-

nel 𝐵 separately. Under the consideration of vehicle’s mobility

and limited computing power, vehicles in our scheme have no

rights to access the channels.

6.2. Overhead of blockchain construction
We ran the prototype to evaluate the overhead of blockchain

construction, which is measured by throughput and latency of

transactions. Based on [25], throughput is defined as the rate at

which transactions are committed to certificate ledge. Latency

is the time taken from a RSM sending the transaction proposal

to when the transaction commitments successfully. Throughput

and latency are reported as the average measured during the

steady state of our experiments. In our model, revoking a vehicle

is conducted by appending a new transaction with revocation

data to the blockchain. Therefore, the simulation of blockchain

construction includes two kinds of transactions, which are regis-

tration and revocation. The transaction size has been determined

in advance which is 4.5kb; thus, the block size is varying from

containing 10 to 50 transactions. We set transaction arrival rates

as 25tps and 125tps for write operation. Results are depicted

in Figure 5. We can observe that throughput improves greatly

with the transaction arrival rate increase from Figure 5(a). To

measure the average latency, we adjust the block size from con-

taining 10, 30, and 50 transactions separately. As Figure 5(b)

shows, the average latency decreases with the transaction arrival

rate increasing. The average latency of 600 ms for writing is

observed when we set the transaction arrival rate as 30tps. The

time is acceptable because our work performs certificate trans-

action generation algorithm during registration phase instead of

authentication process.
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Table 4 Comparison of message size

Scheme A single vehicle n vehicles
vehicle → RSU RSU → vehicle vehicle → RSU RSU → vehicle

CAPS 174 bytes 143 bytes 174n bytes 143n bytes
IBV 63 bytes N/A 63n bytes N/A

ABAKA 63 bytes 80 bytes 63n bytes 80 bytes
Our scheme 348 bytes 85 bytes 348n bytes 85 bytes
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Figure 5: Performance results via Hyberledger Fabric simulations
for certificate blockchain generation in terms of the relationship
between transaction arrival rate and average latency.

6.3. Overhead of accumulator construction
Asynchronous accumulator is implemented to improve the

efficiency of authentication. RSMs are responsible for the con-

struction of the accumulators and reserve the witnesses according

to the vehicle certificates. We run the experiments to explain

the improvement in efficiency. As shown in Figure 6(a) and (b),

we construct the accumulators that consist of𝑁 vehicle certifi-

cates. With the 𝑁 of 104, 105, 106, and 107, we observe that
the minimum average latency for adding 1000 certificates in the

accumulator is 1.9 ms at the 106 scale. Using the same parame-
ters, the minimum average latency for deleting is 1.7 ms. As an

extended structure of blockchain, the latency for the construction

of the accumulator is acceptable.

6.4. Overhead of mutual authentication
We evaluate the authentication performance, including com-

putation cost and communication overhead analysis separately.

By comparing the results with some related schemes, it is shown
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Figure 6: Performance results via the asynchronous accumulator
simulations for vehicle certificates addition and revocation in
terms of the relationship between the latency and the number of
certificates.

that our scheme achieves higher efficiency in the mutual authen-

tication.

6.4.1. Computation overhead analysis
The authentication phase described in section IV has five

steps. Vehicle who joins in the authentication is responsible for

encrypting and sending the request message. RSU who receives

the message will sign the message and forward to the RSM. Thus,

the main operations in the authentication are elliptic curve point

multiplication 𝑇𝑝𝑚𝑒𝑐
, elliptic curve point addition 𝑇𝑝𝑎𝑒𝑐 , and hash

function 𝑇ℎ. To compare with the other schemes, we list the

computation overhead for the binary paring parameters. We use

the MIRACL CORE cryptographic library [26]. To evaluate the

average execution time of binary paring operations, we choose

a BLS12381 curve with an embedding degree 12 at a 128-bit

security level. To get the average execution time of elliptic curve
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operations, we choose C25519 curve at a 128-bit security level.

The performances ran on a Intel i5-7400 @ 3.0GHz with Ubuntu

16.04.

The computation overhead of EPAM is dominant to the num-

ber of elliptic curve point multiplication. Because in curve

C25519, the time for performing 𝑇𝑝𝑚𝑒𝑐
is 0.17ms comparing

with 3.5×10−4 ms taken by 𝑇𝑝𝑎𝑒𝑐 . While the time for performing
a SHA256 hash function is negligible because its execution time

is only 0.0001ms. Moreover, in BLS12381 curve, the time for

performing the following parameters, i.e., 𝑇𝑏𝑝, 𝑇𝑠𝑚 and 𝑇𝑚𝑡𝑝 are

2.644, 0.326 and 0.056 ms, respectively. We listed the perfor-

mance time below.

� 𝑇𝑝𝑚𝑒𝑐
is the time required for performing an elliptic curve

point multiplication, which is approximately 0.17 ms.

� 𝑇𝑝𝑎𝑒𝑐 is the time required for performing an elliptic curve

point addition, which is approximately 3.5 × 10−4 ms.

� 𝑇𝑏𝑝 is the time required for performing a bilinear pairing,

which is approximately 2.644 ms.

� 𝑇𝑠𝑚 is the time required for performing a scalar multipli-

cation,which is approximately 0.326 ms.

� 𝑇𝑚𝑡𝑝 is the time required for perform a MapToPoint hash

operation of the bilinear pairing, which is approximately

0.056 ms.

Table 3 gives the detailed comparison of computation cost

among approaches including IBV [27], ABAKA[28], CPAS[29],

BPPA [8]. IBV and CPAS use the bilinear pairing scheme, while

ABAKA, BPPA and our scheme use the Elliptic-curve cryptosys-

tem. The total computation overhead in terms of authentication

𝑛 vehicles is illustrated in Figure 7. We observe from Figure 7

that the computation overhead linearly increases with an increas-

ing number of vehicles. The computation overhead of BBPA

is largest among these schemes, and our scheme performs bet-

ter comparing with the others. When the number of vehicles

increases up to 2400, our scheme saves 413 ms compared with

CPAS. Note that the computation overhead of our scheme mostly

relies on the RSUs and RSMs, which means vehicles with limited

computation ability can cope with the overhead even for heavy

traffic scenarios.
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Figure 7: Comparison of computation overhead

6.4.2. Membership verification overhead
Before discussing the communication overhead, we imple-

ment some details for vehicle’s membership verification, which

is corresponding to the Step-5 of the authentication protocol in

Section IV. As a matter of fact, the Fabric itself can conduct the

membership verification operation. The accumulator is imple-

mented to speed up the verification operation. The leaf nodes in

accumulator is based on the world state ledger of Fabric. Thus,

to prove the efficiency the accumulator achieves, we simulate

experiments to measure the average latency by using Fabric and

accumulator, separately.

Figure 8 (a) shows that the average latency for verifying

one vehicle in Fabric is about 55ms and approaches to a con-

stant, which is only slightly affected by the change of number of

certificates.When verifying 1000 vehicles concurrently, the aver-

age latency increases with the increasing number of certificates

shown in Figure 8 (b) .

Figure 9 (a) shows that the average latency for verifying

one vehicle in accumulator is about 0.157ms and decreases with

number of authorized certificates increasing at an exponential

rate, which is only slightly affected by the change of certificates.

When verifying 1000 vehicles in the same time, the average

latency is 9.1ms as shown in Figure 9 (b) with 106 authorized
certificates in EPAM.

We can safely conclude that with the asynchronous accu-

mulator assists, the membership verification overhead in the

authentication phase decreases significantly.

6.4.3. Communication overhead
We analyze the communication overhead of EPAM, compar-

ing with CPAS, ABAKA, and IBV.

We first calculate the message size based on the cryptography

used in our scheme. The message size of 𝑀𝑠𝑔1 is 85 bytes.
𝑀𝑠𝑔2 sent by the vehicles to an RSU is 348 bytes, whereas
𝑀𝑠𝑔3 sent from RSU to RSM is 369 bytes. Table 4 lists the
comparison of message size, which shows that message size in

EPAM is bigger than the other schemes. That’s because𝑀𝑠𝑔2
are encrypted and randomized by adding timestamp as well as

random numbers.

6.4.4. Authentication latency
Based on the message size, we conduct the simulation for

authentication latency. We define the authentication latency as

the moment the vehicle receives𝑀𝑠𝑔1 to when the vehicle is
successfully authenticated. Figure 10 shows the relationship

between the average latency and the number of vehicles. In gen-

eral, the average message latency increases with the number of

vehicles increasing. Our scheme performs better than CPAS,

ABAKA, and IBV, even with bigger message size. Because the

accumulator reduces the latency for membership verification

comparing with the standard blockchain-based schemes. Com-

paring with IBV, whose latency increases from 25ms to 150ms

when the number increases from 25 to 200, our scheme needs

only 29.8ms.

We observe that the average latency of BPPA is 59 ms for au-

thenticating 100 vehicles, and our scheme needs 19.7 ms. There-

fore, EPAM achieves higher efficiency in the authentication.
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(a) Membership verification for one vehicle
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Figure 8: Performance results via Hyberledger Fabric simulations
for membership verification in terms of the relationship between
the latency and the number of vehicles.

7. Conclusion and future work
Our scheme leveraged blockchain technology and extended

its structure with the asynchronous accumulators to achieve

higher efficient and privacy-preserving authentication inVANETs.

In addition, our scheme provided fault tolerance to resist semi-

trusted RSUs. Moreover, we analyzed the computation overhead

and compared it with the other authentication schemes. Simula-

tions showed that our scheme is a promising efficient authentica-

tion scheme. The future work would focus on implementing the

model in an automated way and allow it to interface with real-

world data. This is a concrete step towards practical applications.
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Figure 9: Performance results via asynchronous accumulator for
membership verification in terms of the relationship between the
latency and the number of certificates.
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authentication schemes in terms of the relationship between the
average latency and the number of vehicles.
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