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Abstract—In recent years, research on the security of Industry
4.0 and the Internet of Things (IoT) has attracted close attention
from industry, government and the scientific community. Smart
vehicular networks, as a type of industrial IoT, inevitably
exchange large amounts of security and privacy-sensitive data,
which make them attractive targets for attackers. For protecting
network security and privacy, we have proposed an extensible and
effective anonymous batch authentication scheme. In contrast to
traditional pseudonym authentication schemes, the same system
private key need not to be preloaded in our scheme, effectively
avoiding a system failure when destroying a vehicle. Besides,
the certificate revocation list (CRL) size is merely related to the
number of vehicles that have been revoked, regardless of the
number of pseudonym certificates for revoked vehicles. Moreover,
this scheme maintains the effectiveness of the traditional scheme,
effectively reduces the scale of the CRL, and employs an identity
revocation scheme that supports rapid distribution. The scheme
supports conditional privacy protection, namely, only the trusted
authority (TA) can uniquely trace and revoke vehicles. For
illegal vehicles, the TA releases the two hashed seeds to facilitate
traceability by all entities in its domain. Furthermore, security
analysis indicates that our solution is secure under the random
oracle model and fulfills a series of security requirements of ve-
hicular networks. Compared to existing authentication schemes,
performance evaluations show that the scheme offers relatively
good performance in terms of time consumption.

Index Terms—Industrial Internet of Things (IloT), Pseudonym
Authentication, Certificate Revocation List (CRL), Conditional
Privacy Protection, Smart Vehicular Networks.

I. INTRODUCTION

ITH the development of society and the progress
Wand popularization of vehicle technology, the use of
vehicles is continuously increasing [1], [2]. In 2018, the World
Health Organization’s ”Global Status Report on Road Safety”
pointed out that about 1.35 million people die from traffic
accidents every year. Therefore, it is necessary to improve
the driving experience and enhance driver safety, which leads
to the research of vehicular networks [3], [4]. The typical
structure of vehicular networks comprises three parts: a trusted
authority (TA), a roadside unit (RSU) installed alongside the
roads, and an on-board unit (OBU) equipped in vehicles.
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Communications in vehicular networks can be divided in-
to two types: Vehicle-to-Vehicle (V2V) communication and
Vehicle-to-Infrastructure (V2I) communication. Both types of
communications are carried out using the Dedicated Short
Range Communications (DSRC) standard [5]. According to
the DSRC protocol, each vehicle broadcasts a traffic message
every 100 —300 ms in the communication range within 300 m.
DSRC works in 5.9GHz band with bandwidth of 7SMHz and
approximate range of 1000 m [6]. Traffic messages generally
include two types: road condition information and vehicle
travel information. Road condition information contains road
defects, traffic light interruptions, congestion conditions, etc.,
whereas vehicle travel information includes location, speed,
waiting time, etc. [7], [8]. The receiver can make travel route
adjustments based on the information received.

In addition to the above characteristics, the main difference
of vehicular networks with traditional cellular network which
use DSRC standard is the fact that the connection between
vehicles (nodes) in the vehicular network is established in a
short time, without any central infrastructure or base station
[9], [10]. The network consists of some moving vehicles
(nodes), which have no fixed location. In addition, vehicular
network is a special mobile ad hoc network with vehicle as its
node [11]. Vehicles can identify other vehicles around them
to form a network by connecting to them and do necessary
communications. Moreover, the high mobility of nodes is the
main feature of this kind of network, which enables nodes to
change their mode immediately [12]. The above characteristics
make vehicular network become a promising technology of the
modern intelligent transportation system.

Because of the wireless communication between entities, an
attacker can control the communication channel fairly easily
[13]. For example, an attacker can easily modify, replay,
intercept and delete traffic-related messages transmitted in
vehicular networks. These invalid messages can lead traffic
control centers and receivers into making incorrect judgments
and cause confusion and even traffic accidents and passenger
casualties. Consequently, the security and integrity of traffic-
related messages transmitted in vehicular networks are very
important for many practical applications [14], [15]. For those
vehicles that transmit their identity information to other enti-
ties in clear text, the travel route will be tracked by attackers
by capturing traffic messages broadcast by these vehicles.
The leakage of the travel route not only violates the driver’s
privacy, but may also endanger the safety of the driver and
the passenger’s life and property. However, when an illegal



vehicle sends misleading information, its real identity should
be traced and revoked [16], [17]. Thus, conditional privacy-
preserving schemes are urgently expected to solve the above
problems.

In the past few years, researchers have put forward numer-
ous conditional privacy-preserving authentication schemes [4],
[18]-[24]. Among these, group signature based [19]-[21] and
pseudonym-based authentication schemes [4], [22]-[24] can
solve most security and privacy issues in vehicular networks.
Nevertheless, as the network bandwidth and computing power
of the vehicle are limited, the applicability of the above
schemes is unacceptable [16], [18]. The revocation mechanism
has two important performance metrics in vehicular networks
[16]: verifying cost and size of the certificate revocation list
(CRL). Unfortunately, high verifying overhead in the group
signature based scheme is difficult to achieve for vehicles with
limited computing power [25], whereas the huge CRL is easy
to generate in the pseudonym-based authentication scheme
[18]. While the CRL is broadcast to the vehicle, the CRL
in the pseudonym-based authentication scheme results in high
communication cost and occupies considerable storage space
[26]. Therefore, it is vital to design a more efficient scheme
that can not only meet the conditional privacy-preserving
authentication, but also settle the shortcomings of CRLs in
vehicular networks.

A. Research Background and Motivation

To address the above problem in vehicular networks, Raya
et al. [27] designed a protocol for compressing the CRL
using a Bloom filter. This compressed CRL is significantly
shorter than the traditional CRL, with consequent reduction in
storage and verifying cost. However, the false positives of the
Bloom filter may cause legitimate vehicles to be erroneously
revoked. In this scheme, the roadside unit (RSU) needs to
broadcast the latest parameters that have been revoked to all
legitimate vehicles in time to facilitate the update of the Bloom
filter. In recent years, some work has emerged [16], [28],
[29], involving the use of short-term certificates and regional
management to reduce the number of entries in the CRL.
Unfortunately, these studies ignore the fact that inspections
in open networks can lead to loss of privacy. In addition, the
full network broadcast of the CRL cannot satisfy the rapid
demand of the surrounding vehicles of the cancelled vehicle.

To address the disclosure of privacy information and mes-
sage integrity issues, digital signature public key infrastructure
[30]-[32] is a good choice. Unfortunately, because of the
vehicle’s lack of computing power, it is difficult to process
all authentications in a short period of time, particularly in
places with high traffic density. Besides, verifying messages
from unidentified vehicles involves transmitting public key
certificates, which results in a large amount of computational
cost. Consequently, nearby RSUs are assigned to verify the
messages. Because the number of signatures that need to be
verified can be very large, an efficient way to conduct batch
verification is urgently needed.

Although numerous authentication schemes [13], [33], [34]
using batch signatures have been proposed, they all rely on

a tamper-proof device to store the system private key. Once
a vehicle’s device is attacked by a side channel attack, the
entire system is undermined [19], [35]. At the same time, if
the system private key in a device is obtained, then anyone
can trace the true identity of any vehicle. In addition, in terms
of efficiency, if one of the signatures is wrong during the
batch verification process, the entire batch will be discarded.
Although valid signatures constitute a large proportion in a
batch, discarding batches is inefficient and may mean an
unsatisfactory success rate.

Another challenge in vehicular networks is that vehicle
speeds are high whereas their communication range is short,
which results in limited communication time between the RSU
and the vehicles [36]. Although existing solutions can achieve
satisfactory performance in a batch authentication way, with
the exponential growth of messages and CRLs, these schemes
cannot achieve timely fast authentication. Mainly because of
the complex operation of bilinear pairing and MapToPoint,
these schemes are inefficient at handling batch message au-
thentication [26]. Therefore, to reduce computational cost,
conditional privacy-preserving authentication schemes based
on elliptic-curve cryptosystems are generally accepted [13],
[34], [37].

The motivation for our research is mainly expressed in
the following aspects: 1) References [35] and [19] make us
realize that the research on resistance of side channel attack
is important and of great practical significance. For example,
References [13] and [33] store the system key s into the
tamper-proof device. Once a vehicle is attacked by the ad-
versary to obtain s, the whole system will disorder. Therefore,
it is necessary to design a good scheme to hide the private key
(see Section III.C). 2) According to the DSRC standard [5],
we know that the communication range of the vehicle is 300m,
and that of the base station is 1000m. For example, when a
malicious vehicle or RSU is suddenly revoked, the malicious
message broadcast by it may still be forwarded. Therefore, it
is necessary to design a certificate revocation mechanism to
meet the requirements of rapid distribution in order to reduce
the harm of revoked vehicles or RSUs (see Section IILF).

B. Our Contributions

To deal with the above-mentioned problems, we design
an extensible and effective anonymous batch authentication
scheme for vehicular networks. We use elliptic-curve cryptog-
raphy to reduce the computational overhead of batch authen-
tication. The main contributions of this work are as follows:

1) First, we propose an extensible and effective anonymous
batch authentication scheme to generate the pseudoiden-
tities pertaining to the same vehicle based on a one-way
hash-chain for vehicular networks. In contrast to tradi-
tional pseudonym authentication schemes, the proposed
scheme does not rely on hardware devices, effectively
avoiding side channel attacks.

2) Second, we provide an identity revocation scheme that
supports rapid distribution. The CRL size in the pro-
posed scheme is related only to the number of vehicles
that are revoked, regardless of the number of pseudonym
certificates for vehicles that have been revoked.



3) Third, we design a conditional privacy protection au-
thentication scheme. Only the TA can uniquely trace
anonymous vehicles. For illegal vehicles, the TA releases
two hashed seeds to facilitate traceability by all entities
in its domain.

4) Finally, through security proof and performance evalua-
tion, we analyze the security strength and time consump-
tion indicators of the proposed authentication scheme.

C. Organization of the Rest Paper

Section II shows the preliminaries, network structure and
some security requirements. Section III expresses the detailed
scheme. Section IV provides security proof and security anal-
ysis. Then the performance evaluation is shown in Section V.
Finally, some concluding remarks are provided in Section VI.

II. SYSTEM MODELS AND OBJECTIVES

In this section, we will focus on some preliminaries, the net-
work architecture, and some security and privacy requirements
that will be used in next section.

A. Preliminaries

In this subsection, we introduce some preliminaries, includ-
ing secure hash chains [38] and elliptic curve cryptosystem
[39], which are the bases of our proposed scheme.

1) Hash Chains: A one-way hash function h(-) is said to
be secure if the following properties are satisfied:

e h(-) can input any length of message to produce a fixed

length output.

o Given z, it is easy to calculate h(x) = y. Conversely,

given v, it is hard to calculate h~1(y) = .
o Given z, it is computationally infeasible to find = # z
such that h(z) # h(a:,).

Assume that h%(x) = h(hi~1(x)), a hash chain of length
L is defined in Fig. 1, where SD is an initial seed value and
S; = hi(SD), i € [1, L]. Obviously, given S;_1, it is easy to
calculate S; = h(S;_1), but infeasible to gain S;_».

h(.) h(.)
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Fig. 1. Hash chain.

2) Elliptic Curve Cryptosystem: Let ¢ > 3 be a large prime
which is used to determine a finite . Let E,; denotes the
group of points of the elliptic curve E,p: y> = 23 + az +
b(modq) over the finite field F}, , where a,b € F, and 4a® +
27b%*(modgq) # 0. Let G, = (P) be a cyclic group of prime
order p, where P is a generator point of the group and P &
Eqp(Fy).

The security of the proposed scheme relies on solving
the elliptic curve discrete logarithm (ECDL) mathematical
problem. The ECDL is a “hard” problem, given ) = sP,
where P ,() belong to a curve E, ;. It is “easy” to compute
@ given s and P, but hard” to find s given P and Q.

B. Network structure and components

In this part, we introduce our vehicular network structure
model, which is consists of three network components: vehi-
cle, roadside units (RSUs) and system trusted authority (TA).
The wireless communication in this network structure can
be mainly classified into the following three types, RSU-to-
vehicle communication, vehicle-to-RSU communication, and
vehicle-to-vehicle communication. Other communications are
via secure wired channels such as RSU-to-TA communications
and TA-to-RSU communications. In the following, we discuss
the network components in Fig. 2.

D,
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——=l=—n

Communication Technology
IEEE 802.11p

—7
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Fig. 2. The system model for smart vehicular networks.

o TA: Assume that TA has high credibility and sufficient
storage and computation capacity. The TA divides the
scope it governs into several domains and generates the
system’s master private key, the system public key as well
as public parameters for each domain. It also generates a
series of pseudonyms and its corresponding private keys
for each vehicle. TA generates a unique certificate for the
RSU in its domain, and delivers its sensitive information
to them via secure channels. Moreover, TA has two
certificate revocation lists CRLp, r and CRLp, v for
managing the compromised RSUs and the illegal vehicles
in the D,, respectively.

e RSU: It acts as an intermediary between the vehicle and
the TA. It is connected to the TA via a secure wired link.
The RSU communicates with the vehicle over a wireless
link. And it in charge of verifying vehicles’ identity.

o Vehicles: Each vehicle is equipped with an onboard unit
(OBU), which is primarily responsible for communicating
with each other to share traffic information. It is consid-
ered that the energy of the vehicle is sufficient. Each
vehicle has a tamper-proof module (TPM) for storing
sensitive information received from TA.



C. Security and Privacy Requirements

Based on the system models and components shown in
Fig. 2, we describe the security and privacy requirements, as
follows.

1) Authentication and message integrity: Authentication
ensures that the receiver can verify the authenticity of
the sender. In addition, message integrity further ensures
that the content of the message has not been altered
during transmission.

2) Identity revocation: To exclude unexpired illegal vehi-
cles or compromise RSU from vehicular networks.

3) Un-linkability: No adversary can link two messages
generated by the same vehicle.

4) Backward privacy: A revoked member cannot be
tracked by other members during the time period before
the revocation takes effect.

5) Replay attack: Even if a malicious attacker gets a legal
message, it can not add the timeslot of the message and
forward it at the later time to threaten the traffic safety.

III. THE PROPOSED SCHEME

In this section, we will introduce the proposed scheme from
six phases: system initialization, RSU’s certificate issuing,
vehicle’s certificate issuing, vehicle message signing, message
verification, and identity revocation and rapid distribution.
Table I shows the notations of the proposed scheme.

TABLE I
NOTATIONS AND DEFINITIONS USED

Notations Definitions

TA The trusted authority

R The x-th roadside unit

Vi The i-th vehicle

s The master secret key

Ppub The system public key

AT The validity period of pseudonym certificate

Dy, The y-th domain

Certa B The certificate of B issued by A

v, k, Random numbers

skgr, The private key of Ry

PKgr, The public key of R,

0AB The signature of B issued by A

Sign(A, B)  Signing B by Schnorr signature algorithm with A
TS; The j-th time slot that ends at j « AT

VP4 The certificate validity period of A

PID; ; The pseudoidentity of V; in j-th time slot

sk; j The private key corresponding to PI1D; ;

T; The current imestamp

M; The message sent by V;

CRLA B The certificate revocation list of B in domain A
h The secure hash function

&3} The exclusive-OR operation

[l The concatenation operation

A. System Initialization Phase

Given the parameters of elliptic curve (G,q, P), TA runs
the following steps to initialize system parameters.

1) TA picks a random number s € Z as the master private
key, and then computes the corresponding system public

key Py, = s- P.

2) TA selects two one-way hash function h; : {0,1}* —
Zg,i=1,2,3.

3) TA selects AT and sets it as the validity period of the
pseudonym certificate. According to the density of the
R, the TA estimates the number of certificates updated
in the domain D,, which is expressed as L,

4) Then, TA publishes system parameters params =
{Gaqu Ppub»hivATaLw}-

B. RSU’s Certificate Issuing Phase

TA is divided into several domains, each of which contains
multiple RSUs. The following steps describe the process by
which the TA issues a certificate Certr 4 g, for R, in domain
D,.

1) TA generates a random number skp, as the private key

of R, and sets the corresponding public key PKp_ =
SkRI P.

2) TA sets the signature orar, = Sign(PKg,||Dy)
which is used for verification of the R, by passing
vehicles.

3) TA stores and forwards skpr, and certificate Certra g,
to R, via a secure channel, where Certrar, =
(Dy7PKRw70TA,Rw)~

C. Vehicle’s Pseudonyms and Private Keys Generation Phase

It is assumed that vehicles can obtain a series of
pseudonyms from the TA during the vehicle inspection, and
pre-store in the vehicle registers [16]. Denote 7'S; as j-th time
slot that ends at j* AT, which can be divided into C' time slots
for one year. Suppose the TA issues L,, * C pseudonymous
certificates Certr .y, ; for the vehicle V; at the time slot TS;
(J € [1, Ly x C)), where its validity period V Py,

1) From formula (1) we can see that the pseud01dentity
PID; j of Certra,y, ; is generated by two hash chains.

S1;=h{(SDi1)
S2,CLy—j+1 = hi(SD;.2) (D
PID,L',]' = h{(SLj D SQVC*LW_]'+1)

2) For generating a private key sk;;, TA randomly s-
elects k; € Z(’;, and computes K;; = kP,
hij = hl(PIDij,Ki’j,TSj) and Siyj = kz +
hi(PID; ;,K; ;,TS;)-s mod q. Then, TA sets private
key sk; ; = (KM,SM).

3) The TA delivers pseudoidentity PID; ; and its corre-
sponding private keys sk; ; to the vehicle V; via a secure
channel.

Remark: In order to avoid the side channel attack, one
can use the random secret k; for a vehicle V; as S, ;
ki + hi(PID; ;,K; ;,TS;) - s mod q. Even if the attacker
obtains the private key .S; ; through a series of physical attacks,
without knowing the secret k;, he/she cannot get the master

private key s.



D. Vehicle Message Signing Phase

R, broadcasts its certificate Certr 4 r, every 5 seconds in
domain D,. If the vehicle V; enters a new domain D, and
receives a message Certra, g, from the RSU, it will verify
Certra,g, by formula (2).

VeTify(Ppub7Dy)PKRmaO-TA,Rm) (2)

If Certra,r, is valid, the vehicle V; generates a signature o;
for the traffic-related message M; by the following steps.
1) V; selects a number p € Z; randomly, and calculates
Uij = i P.
2) V; randomly choose a pseudoidentity PID;; and
its corresponding private keys sk;;, and computes
hi; = ho(PID;j, K j,U; j, My, T;), 6;5 = Sij +
hQ(PIDiyj,Ki_j,Ui’j,Mi,T‘i) Y mod q, where T; €
[T'S;_1 - AT,TS; - AT] is a current timestamp.
3) The vehicle V; sets the signature o; = (K; ;,U; j,0;,;)
on the M; and the T; for PID;;, and sends
{0'7;7 Mﬁﬂ, PID,VJ} to RT

E. Message Verification Phase

The RSU can verify a batch of signatures o; on the M; and
the T; for PID; ;, where ¢ = 1,2,...,n. Upon receiving n
distinct message-signature tuples PID; ;,o;, M;,T;, the R,
needs to do the following steps to verify the validity of this
batch of signatures.

1) R, first checks whether PID; ; is in the CRLs. If
PID; ; is not in CRLs, R, continues the following
steps.

2) R, requires to get the time slot 7'S; from Tj,
and computes h; ; = hi(PID;;, K;;,TS)), hi; =
hQ(PIDZ‘7.j, Ki,jy Ui)]', Mi7 T‘z)

3) To overcome the non-repudiation attack, I, uses the
small exponent test technology [40] to verify whether
this batch of signatures is holds by equation (3), where
z; € [1,2!], and [ is a small integer.

(21?1'61’73‘)P = (-Z:lxih:’jUi’j) + ;xiKi’j
+(22 wihi ;) Poub
=1

If the equation is true, it indicates that these distinct
n signatures are legal. Next, we analyse the correctness
of the batch messages verification using equation (4). Due
to Ppub = s-P, Ki,j = kP, Ui,j = [Li’jp, h@j =
hi(PID; j, K; j,TS;), hi; = hao(PID; j, K j, Ui j, M;, T;),
Si,j = k; + hl(PIDi’j,Ki’j,TSj) - s mod q, 6i,j =
S@j + hQ(PIDi)j,Ki,j,U@j,MuTﬂ - u mod q and o; =
(K’i7j7 U,‘J, 5,‘73'), we obtain

(
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F. Identity Revocation and Rapid Distribution Phase

In the proposed scheme, the TA releases the CRLs to the
revoke the illegal vehicles and RSUs in every domain. We
denote the compromised RSUs and the illegal vehicles in the
D, by CRLp, r and CRLp, v, respectively. Based on the
DSRC standard [5], each vehicle broadcasts a traffic-related
information every 100-300 ms, which includes location, speed
and other information. In addition, the range of communication
between nodes in vehicular networks is limited. Therefore, the
location of the reporter or the monitoring equipment can be
directly used to represent the location X of the illegal vehicle.
For the certificates that have been stored in the CRLs, we adopt
the following methods for rapid distribution.

[Revoke Illegal Vehicles]

To revoke a illegal vehicle V; in D,, the TA adds its
pseudonymous certificate to CRLp, v, and informs to all
RSUs and all vehicles in V;’s communication range by the
following steps.

1) From the 5-tuple (V;,0,C,SD;1,5D; ), TA finds out
the maximum time period of {m}, where m € (n,C],
and the current time denotes {n * L, }. If n # m, TA
computes the formula (5). Then, it adds the 4-tuple ((n—
1) k Loy, # Loy, Sl,(n—l)*Lw-i-lv 527(C—m)*Lw+l> into
the CRLD?/’V.

S1(n—1)xLy,+1 = hgn:)*Lw;l(SDi,l)
—m)xL,,+1
So,(C—m)sLu+1 = h§ Lot (SD; 2)

&)

2) TA calculates the influence time period At of the illegal
vehicle based on the time t; contained in the report
information and the time ¢, at which the information
is received, where

At =ty — 1 (6)

Assuming long-term monitoring in an domain shows
that 90% of the vehicle’s speed does not exceed V44,
then V,,q, can be selected as the maximum speed at
which the vehicle moves. Note that if a violating vehicle
attempts to travel beyond the set maximum speed to send
false messages to attack the network, it will be subject
to restrictions such as traffic regulations.

3) TA calculates the distance L that the violating vehicle
V; can travel in the influence period At, where

Let’s estimate influence distance in the worst case. As
shown in Fig. 3, V; driving in a certain direction At, a
vehicle V,, driving in the opposite direction At, the V;
and V, meet. V, is exactly the farthest vehicle that V;
can affect. Therefore, the farthest influence distance is:

D =2L )]
Therefore, the maximum influence of illegal vehicle is:
S =7mD? = 41 (At - Vipas)? )

4) After estimating the maximum impact range of V;, the
TA first notifies all RSUs and vehicles covered by this



Fig. 3. The maximum impact range of illegal vehicles.

range. These RSUs add the certificate revocation 4-tuple
of V; to the CRL that needs to be broadcast, and release
it when the CRL is released next time. Moreover, any
vehicle can compute the pseudoidentities P1D; ; of the
revoked pseudonymous certificates:

j—(n—1)%L,—1
Sij=h""Y . (S1,(n—1)xLy+1)
S,0xy—j1 = M (S (Comyern 1)
PIDiJ = hjl(SLj © SQ)C*Lw_jJ,.l)

(10)

Moreover, the pseudoidentities P1D; ; used in the time
slot T'S; will be added into its local CRL by vehicle.

[Revoke Compromised RSUs]

To revoke a compromised RSU R, in D,, the TA adds its
certificate into CRL D,,R> and informs to all RSUs and all
vehicles in I,’s communication range by the following steps.

1) TA calculates the influence time period At = to —¢1 of
the compromised RSU based on the time ¢; contained
in the report information and the time o at which the
information is received.

2) TA computes the travel distance Lp of the affecting
vehicle V,,, by the compromised R, in the influence
period At, where

L=At-Vias (11)

Let’s estimate influence distance in the worst case. As
shown in Fig. 4, V,, is exactly the farthest vehicle that
V., can affect. Therefore, the farthest influence distance
is:

D=2L+r (12)

Therefore, the maximum influence of compromised RSU
R, is:

S =7D? =1 (2At - Vipaw + 1) (13)

3) After estimating the maximum impact range of 7, the
TA first notifies all RSUs and vehicles covered by this
range. These RSUs add the certificate revocation of R,
to the CRL that needs to be broadcast, and release it
when the CRL is released next time.

Fig. 4. The maximum impact range of compromised RSUs.

IV. SECURITY PROOF AND ANALYSIS

We show that our scheme is secure in this section. Moreover,
detailed security analysis shows that our proposed solution can
resist multiple ordinary attacks.

A. Security Proof

Here, we prove our scheme is secure with the random oracle
model, and the security model is defined by a game played
between a simulator B and an adversary A.

o Setup Oracle: B generates the system parameters and the
system private key. Then, B sends the system parameters
to A.

e hy Oracle: B randomly selects a number 7 € Z*, and
inserts (m,7) into the list Ly, . Then, B sends 7 to A.

e hy Oracle: B randomly selects a number 7 € Z;‘ , and
inserts (m,7) into the list Ly,. Then, B sends 7 to A.

« Extract Oracle: Upon receiving the message PID; ;, B
generates a message (PID; ;,S; ;) and returns it to A.

o Sign Oracle: Once get the message M;, B generates a
message (0, M;,T;, PID; ;) and sends it to A.

The A could violate the proposed scheme T, if A generates
a valid login request message. Let AdvA""(A) denote the
probability that A could violate the proposed scheme.

Theorem 1: Let () denote the number of queries that A
asks to the random oracle and R represents the number of
queries that A asks to the sign oracle, respectively. If A can
break the proposed scheme, the simulator B can break ECDL
problem within a time period 7', where T' < 120686QT /e and
e>10(R+1)(R+Q)/q.

Proof: Assumed that there exists an adversary A who has
the capability to forge a message (o;, M;,T;, PID; ;). And
a simulator B which can solve the ECDL problem with a
non-negligible probability by utilizing A as a subroutine, is
constructed. Notice that B maintains hash lists Ly, and Ly, .

Setup: B selects a number s randomly as its private key
and computes P,,; = sP. Next, it sends the parameters
params = {G,q, Z;, Ppub, h1, ha, AT, Ly, } to A.

hy Oracle: Once get A’s query with the message
(PID;;,K;;,TS;), B checks whether parameter
(PID; ;,K; ;,TS;,T7) exists in the hash list Lj,. If
yes, B sends 7 to A; otherwise, B randomly selects a number



T € Zy, and inserts the tuple (PID; ;, K; ;,T'S;,) into the
list Ly, . Then, B returns 7 to A.

hy Oracle: Once get A’s query with the message
(PID;;, K; ;,U; j,M;,T;), B checks whether parameter
(PID, ;,K; ;,U; j, M;,T;,T) exists in the hash list Ly,. If
so, B sends 7 to A; otherwise, B randomly selects a number
T € Z;, and inserts the tuple (PID; ;, K; ;,U; j, M;, T, T)
into the list Lj,. Then, B returns 7 to A.

Extract Oracle: 1f A conducts an extract query on a vehi-
cle’s identity PID; ;, B computes K;; = k;P and checks
if the tuple (PID; ;, K; ;,TS;) exists in the Ly, . If yes, B
computes S; ; = k; + h1(PID, ;,K; ;,TS;) - s mod ¢ and
the value S; ; is outputted to A. Otherwise, B sends a failure
message to A and refuses this query. Note that A cannot get
S; ; of the targeted victim (vehicle) with PID; ; through this
extract query.

Sign Oracle: If A conducts a sign query on message M;
under a vehicle’s identity PID; ;, B checks if the tuple
(PID, ;, K; ;,TS;) exists in the hash list Ly, . B gets 7 from
Ly, and chooses two random numbers p; and h;. Then, B
chooses «; and 3; randomly and tries again. Otherwise, B
generates U; = h;laiP — @ and §; = «;. Next, B sends
(Mi, U;, 51) to A, where h; = hQ(PIDiJ', Kiyj, Ui,j, M;, Ti).

Analysis: Through Forking Lemma [41], we can know that,
If A construct two valid signatures (U, §; = h; - p;+.5;, ; mod
q) and (Ui,5; = h; -p; + ;. ; mod ¢) successfully, and h; #
h;, B can get S; ; by computing

h;8; — hyd,

h; T mod g
_ hihiui + hls%]/ — hihi/}di — hiSi,j mod g (14)
W —

B can solve the ECDL problem within time 7', where T' <
120686QT /¢, if € > 10(R + 1)(R + Q)/q. Therefore, the
proposed authentication scheme is secure in the random oracle
model.

B. Security Analysis

We will show that the proposed scheme meet all security and
privacy requirements described in Section 2, in this subsection.

1) Authentication and message integrity: Based on Theo-
rem 1, we have known that I" is secure against adaptive
chosen PID;; attack and adaptive chosen message
attack under random oracle because the ECDL problem
is hard. In addition, we uses the signature algorithms to
sign messages in the communication process. Messages
sent by vehicles contains the signatures o; which are
signed using TA’s private key and itself own private key.
Certra,r, which broadcasted by R, contains o7 r,
which is also signed using TA’s private key. It is obvious
that computing TA’s private key is an example of the
ECDL problem. Therefore, the communication process
is authentication and message integrity.

2) Identity revocation: In our scheme, the TA can preclude
a compromised RSU or an illegal vehicle from the

vehicular networks through revoking its unexpired cer-
tificates with a C RL. For preventing an illegal vehicle
from access the networks, TA needs to release two hash
elements S ;, S2.c«L, —j+1 only, which correspond to
the revocation time slot 7'S;. Other participants can cal-
culate the revoked vehicles’ pseudoidentities and discard
the messages which signed using those certificates.

3) Un-linkability: In the proposed authentication scheme,
attackers cannot link two pseudonyms sent from the
same vehicle. To extract the relationship of two pseu-
doidentities PID; ; = h{(S1; ® S2,c«L,—j+1) and
PIDy ;. = k" (S1j41 @ Sa,car,—j). the attack
should firstly calculate x = hfl(Sl,j B S2,CxLy—j+1)
and y = hi'(z @ Sy ;) for each possible value of
1, until the condition hq(hi(51,; ©y)) = PID; ;.

is establish. For a 224-bit one-way hash function, for

instance, hash function SHA — 2, the expected cost
of solving hy' is O(2%?4~!). Suppose PID;; and

PID,; ;. belong to the same vehicle, the relationship
of two pseudoidentities needs 2%45 times of operations
to validate, that is, it is a difficult computational problem
to link the relationship between two pseudonyms.

4) Backward privacy: In the proposed authentication
scheme, it is hard for any third party to get pseudoiden-
tities used by the revoked vehicle. Suppose Si; and
Sa,cxL,—j+1 are released to revoke a vehicle V; at the
time slot 7'S;. In order to compute V;’s pseudoidentity
PIDiJ_l = hjl_l(SLj_l @5270*[””_]‘4,_2) in the time s-
lot T'S;_1, the attacker has to know S; ;1 = hl_l(SLj)
at first. For a 224-bit one-way hash function, it is
impossible to get S7 ;1 from Sy ;.

5) Replay attack: Messages M are contain a timestamp
TS, the participant can discover the replay attacks by
verifying the validity of the timestamp 7'S. That is, our
scheme can resist the replay attack.

V. PERFORMANCE EVALUATION

Here, we will show that the proposed scheme can meet
the requirements of the vehicular network. All eight safety-
related applications and their latency requirements [42], [43]
are shown in Table II. First of all, we will introduce the
contributions and shortcomings of the four state-of-art authen-
tication schemes [4], [18], [22], [23]. Next, we will analyze
the proposed authentication scheme with these four state-of-
art authentication schemes in terms of computation cost and
communication cost. Besides, we will carry out simulation
experiments in the aspect of the average transmission delay to
prove that our scheme achieves better performance.

In [18], Jiang et al. presented a new CRL-based scheme,
called anonymous batch authentication (ABAH). When the
vehicle received a message, the certificate revocation list
(CRL) inspection process will run before the certificate and
signature verification in the vehicle network. However, due
to the complex operation of bilinear pairing and mapping
points, the scheme is inefficient in processing batch message
authentication. For example, when the number of messages
reaches 100, the verification overhead of the verifier reaches
357.27ms.



TABLE II
EIGHT ACTIVE SAFETY LATENCY REQUIREMENTS

Safety Applications Latency (milliseconds)

Traffic signal violation warning 100
Curve speed warning 1000
Emergency electronic brake lights 100
Precrash sensing 20

Cooperative forward collision warning 100
Left turn assistant 100
Lane change warning 100
Stop sign movement assistance 100

In [22], Azees et al. proposed an efficient message au-
thentication scheme for VANETS. In their scheme, the ma-
licious vehicle can be detected and avoided to enter into the
VANETSs, and an RSU can efficiently authenticate vehicles in
the anonymous manner before sending location based service
messages to nearby vehicles. And their proposed scheme can
achieve low message authentication cost and support easy
revocation. However, this scheme also has the disadvantage
of large computation and communication overhead.

Li et al. [23], by using the pseudo-identity method [37],
constructed an anonymous conditional privacy-preserving au-
thentication scheme. In this scheme, each OBU should restore
a large number of pseudo-identities to keep the privacy of its
identity. However, under this scheme, both the TRA and PKG
need to be added at the same time, and multiple TRAs can
make the vehicle tracking and revocation process to be more
complex and be detrimental for protocol extensions.

Chinese remainder theorem (CRT)-based conditional
privacy-preserving authentication scheme [4], called PA-CRT,
is our recently proposed scheme. This scheme can well protect
the system’s private key, and has very low computation over-
head and communication overhead. However, we now notice
that most vehicles are offline when they are not moving. If the
domain key is updated, an offline vehicle cannot guarantee
the timely update of the domain key. So now the proposed
scheme is applicable to both online and offline states. In order
to better protect the system private key, the vehicle needs to
use the ciphertext of the system private key to participate in the
computation and communication, so the cost of the proposed
scheme is slightly lower than the scheme [4]. Specific details
are compared below.

A. Computation Cost Analysis

To compare and analyze the schemes, we adopt the same
execution time as in [4]. The execution time of cryptographic
operations have been obtained using MIRACL library [44] on
the hardware platform which contains 4 gigabytes memory,
an Intel 17-4770 processor, and runs on Windows 7 operating
system. Table III lists out the time of executing following
cryptographic operations.

Table IV represents the computational cost required for each
step of the vehicle authentication process for various schemes.
To research the bilinear pairing characteristics [18], [22] and
the ECC-based characteristic [4], [23] efficiency in vehicular

TABLE III
EXECUTION TIME OF CRYPTOGRAPHIC OPERATIONS
Time
Symbol  Description .
(milliseconds)
Ty, E’:ilirjear pairing ol?eratio'n‘ e(P,Q), where 42110
P,Q € G1. (G is additive group)
Scale multiplication operation a - P related
Typ.m | IPIERnOn Op ¢ 17090
to the bilinear pairing, where a € Z3.
Small scale multiplication operation x - P
Tpp.sm  related to the bilinear pairing, where z isa  0.0535
small random integer in [1,2¢].
Point addition operation P + Q related to
Top.a : oP +e 0.0071
the bilinear pairing.
MapToPoint hash operation related to the
Tontp P . P 4.4060
bilinear pairing.
T Scale multiplication operation a - P related 0.4420
to the ECC, where P € G, a € Z;‘.
Small scale multiplication operation x - P
Te.sm related to the ECC, where z is a small 0.0138
random integer in [1,2].
Point additi tion P lated t
.. oint addition operation P + @ related to 0.0018
the ECC.
G I hash functi tion hy, :
T, eneral hash function operation hj 0.0001

{0,1}* — {0,1}%.

networks, we focus on the analysis of the ABAH [18] and the
proposed schemes.

During the whole vehicle message sign phase in ABAH
[18], the vehicle requires to conduct two scale multiplication
operations and two point addition operations as well as one
general hash function operation related to the bilinear pairing,
thus, the computation cost of the vehicle is 274, p, +2Tpp . +
T}, ~ 3.4323 ms. For verifying one single message in ABAH
[18], the computation of the verifier involves three bilinear
pairing operations, one scale multiplication operation, one
point addition operation along with one general hash function
operation related to the bilinear pairing, namely, the execution
time of the verifier is 3Ty, + Ty +Thp.o +Th ~ 14.3492 ms.
For batch verifying in ABAH [18] consists of three bilinear
pairing operations, (2n) scale multiplication operations, (4n-3)
point addition operations as well as (2n) general hash function
operations related to the bilinear pairing, consequently, the
total computation cost i8 3Ty, + (21) Tpp.m + (41 — 3) Tpp.o +
(2n)T}, ~ 3.4466n + 12.6117 ms.

During the whole vehicle message sign phase in the pro-
posed scheme, the vehicle needs to conduct one scale mul-
tiplication operation along with one general hash operation
related to the ECC, consequently, the computation cost of
the vehicle is T, + T; = 0.4421 ms. The computation
cost needed in single verification of one message phase
is three scale multiplication operations, two point addition
operations and two general hash function operations related
to the ECC, accordingly, the execution time of verifying is
3T + 2T, 4 + 2T}, ~ 1.3298 ms. The batch verification
of multiple messages phase in the proposed scheme is made
up of (n+1) scale multiplication operations, (n) small scale
multiplication operations, (n+1) point addition operations and



TABLE IV
COMPARISON ON COMPUTATION COST OF VARIOUS SCHEMES
Scheme VMS SVOM BVMM
3T,
3Ty, + bpt+
QiI%p.nl‘F T + (27l)jzp4nz‘F
ABAH 2Wyp ot prAer (4n = 3)Thp.a
(18] Ty =~ prj +(2n)T), ~
3.4323ms h= 3.4466n+
14.3492ms
12.6117ms
1)T;
T " 2Tpp+ Egn—i)_T) bp:_
EAAP bp.m 5Thp.m+ bp.m
Th ~ (277))pr40. ~
[22] 2Tpp.a ~
1.7091ms 12.7702n+
16.9812ms
4.211ms
2n+2)Te.m
EPA- Te.m~+ 4Te. m+ ’F(n)jg.aﬁ‘
CPPA 2Ty, =~ Te.a + 2T (2n)Th, ~
[23] 0.4422ms ~ 1.77ms 0.886n+
0.884ms
(71 + 2)/1je47n
Te. s
PA- 2T+ 3Temt IE";T+
n
CRT 2Ty, =~ 2Te.a + 1T}, e
(2n)Ty, =~
[4] 0.8842ms ~ 1.3297ms
0.4578n+
0.884ms
(n + 1)Tam
2n)T,
The Tomt 3T+ th 2";;8’"
proposed Ty =~ 2Tec.q + 2T}, ) e.a
Jr(ZTL)Th ~
scheme 0.4421ms ~ 1.3298ms
0.4734n+
0.884ms

VMS: Vehicle Message Signing.
SVOM: Single Verification of One Message.
BVMM: Batch Verification of Multiple Messages.

(2n) general hash function operations related to the ECC, that
is, the total computation cost is (n + 1)T¢ , + (2n)Te om +
(2n)Te.q + (2n)T}, =~ 0.4734n + 0.884 ms.

To more clearly compare the computation cost of between
four state-of-art schemes [4], [18], [22], [23] and the proposed
scheme, we depict the comparison results from the aspects of
computation time on the VMS and the SVOM, as presented
in Fig. 5. The results from the Fig. 5 show that our scheme
achieves lower computational cost than the four state of-art
schemes for vehicular networks.

To prove the major benefit of our scheme in batch verifica-
tion, we compare the verification delay of batch verification
in our scheme with four state-of-art schemes [4], [18], [22],
[23], as given in Fig. 6. When the message is 250, the
verification delay is observed at 875, 3197, 223, 116 and
120 ms respectively for ABAH [18] scheme, EAAP [22]
scheme, EPA-CPPA [23] scheme, PA-CRT [4] scheme and
the proposed scheme respectively. Obviously, compared with
schemes [18], [22] and [23], the proposed scheme has better
performance. Compared with scheme [4], the comparison
cost of this scheme is slightly higher, mainly because the
ciphertext S; ; = k; + hi(PID, ;, K, ;,TS;) - s mod ¢
hiding the system private key s contains a random number k;.
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n
The random number k; corresponding to > x;K; j increases
i=1

the comparison cost of (n)7T.. sm + (n)T;a = 0.0156n ms
additionally, i.e. 0.0156 x 250 ~ 4 ms. Thus, the proposed
scheme gets relatively better performance.

B. Communication Cost Analysis

Here, we compare the communication cost of four state-
of-art schemes [4], [18], [22], [23] for vehicular networks.
Besides, we consider the sizes of p and p are 20 bytes and 64
bytes. Thus, the sizes of those elements in G and G are 40
bytes and 128 bytes, accordingly. Let the timestamps’ size be
4 bytes and the hash output of the general hash function be
20 bytes. The comparison result is shown in Table V.

In ABAH [18] scheme, the vehicle broadcasts the mes-
sage <P1Di7j,Mi,tti,}/i7j>, and Y;J' = (Ti,j,Ui,j,Wi’j) S
Gi, PID;; € Gy, tt; is a timestamp. Thus, the com-
munication cost of the ABAH [18] scheme is 128 x 4 +
4 = 516 bytes. In EAAP [22], the vehicle broadcast-
s the encrypted message msg = (M||sig||Yi||Certy),
where Certy, =  (YillEi|[DID,,|lvolbvllel[A[8152).
{Yk,Ei,DIDM,’yU,’Y\/} e Gy, {)\,51,(52} S Z;, c is
the general hash function’s output. Namely, the EAAP [22]



TABLE V
COMPARISON ON COMMUNICATION COST OF VARIOUS SCHEMES

Scheme Sending one message  Sending n messages
ABAH [18] 516 bytes 516n bytes

EAAP [22] 848 bytes 848n bytes
EPA-CPPA [23] 144 bytes 144n bytes
PA-CRT [4] 84 bytes 84n bytes

The proposed scheme 124 bytes 124n bytes

scheme takes 128 x 6 + 4 x 20 = 848 bytes. In EPA-
CPPA [23], the vehicle issues the signature message M sgs =
M;, PIDi,l, PKi’l, R;, T;, Sig;, where {PKU, R;, Szgl} €
G, PID;; € Z;, T; is a timestamp. Accordingly, the commu-
nication cost of the EPA-CPPA [23]is 40 x 3+20+4 = 144
bytes. The PA-CRT [4] takes 40 x 1 +20 x 244 x 1 =84
bytes for the vehicle sends the message to the verifier com-
munication, where ID; = (ID;1,1D;2), the pseudo identity
ID;y € G, {ID;3,0;} € Z,” and T; is a timestamp. In the
proposed scheme, 40 x 2420 x 2+4 = 124 bytes are expected
for the vehicle sends {o;, M;,T;, PID; ;} to R, transmission
cost, where the signature includes o; = (K ;,U;;,0; ;).
{K;;,Ui,} € G, {0;;,PID, ;} € Z,”, and T; is a timestam-
p- Based on above analysis, the proposed scheme has relatively
low communication cost is proved.

In order to highlight the benefits of the proposed scheme,
we compare the communication costs for sending a single
message of ours with four state-of-art schemes [4], [18], [22],
[23] for vehicular networks, as shown in Fig. 7. When the
amount of messages reaches 30000 in period of 30s, the
bandwidth consumption is observed at 14.76, 24.26, 4.12, 2.4
and 3.55 MB respectively for ABAH [18] scheme, EAAP [22]
scheme, EPA-CPPA [23] scheme, PA-CRT [4] scheme and
ours respectively. Obviously, compared with schemes [18],
[22], [23], the proposed scheme has lower communication
overhead. Compared with PA-CRT [4] scheme, the proposed
scheme is slightly inadequate. The main reason is that the
ciphertext S; ; hiding the master private key s contains the
random number k;. The K ; corresponding to the random
number k; belongs to the element on GG, so compared with
scheme [4], the size of 40 bytes is increased by sending a
message. In other words, sending n messages takes 40n bytes
more than PA-CRT [4] scheme, i.e. 40 x 30000 =~ 1.15 MB.
For the increase in messages’ number, the performance of the
proposed EABA scheme is relatively better.

C. Average Transmission Delay Comparison

In this subsection, we compare the proposed scheme with
the other four schemes [4], [18], [22], [23] on average trans-
mission delay. We use OMNeT++ [45], SUMO [46], Veins
[47] and MIRACL [44] to conduct simulation experiments.
OMNeT++ is an extensible, modular C++ simulation library
and can build network simulators supporting the simulation
for wired network and wireless ad-hoc network. SUMO is an
open road traffic simulation package designed to handle large
road networks. Veins is a middleware to link OMNeT++ and
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Fig. 7. Comparison on communication cost of various schemes.
TABLE VI
THE PARAMETERS AND VALUES USED
Parameters Values
Simulation Area 2500 x 2500 (m?)
Acceleration speed of vehicle 10m/s?
Data Transmission Rate 24 Mbps
Transmission Power 40 mW
Sensitivity -89 dBm
Beacon interval 1s
Simulation time 150s

SUMO. The relevant parameters of the simulation experiment
are listed in Table VI.

We define the average transmission delay T'D of the mes-
sage between the receiver and the sender in equation (15).
Avg(-) refers to a averaging function, n is the number of
vehicles, N; is the number of messages received by V;. 17,
T represent the time at which the message is sent and the
time at which the message is received, respectively.

15)

n N;
TD = Avg ZAvg (Z(Tﬁ - T;))

j=1 i=1

Fig. 8 shows the relationship between the average transmis-
sion delay and the number of messages when the max speed
of vehicles is 15m/s. As we can see from Fig. 8, the scheme
proposed in this paper is better than the ABAH [18] scheme
and the EAAP [22] scheme, and a little better than the PA-
CRT [4] scheme in most cases. The relationship between the
average transmission delay and the speed of vehicles when
the fixed size of packages sent by vehicles is 400 KB is
shown in Fig. 9. With reference to the vehicular applications’
requirements in reachability and latency in Table II, the delay
satisfies the latency requirement (< 20 ms) by the vehicle safe-
ty applications that require vehicle-to-vehicle broadcasting.
According to Fig. 9 and Table II, we can draw a conclusion
that the proposed scheme is superior to other schemes in the
matter of average transmission delay and can meet the latency
requirement of the vehicular network.
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VI. CONCLUSION

We proposed an extensible and effective anonymous batch
authentication (EABA) scheme. The EABA can effectively
avoid side channel attacks, not only meeting security and
privacy requirements, but also reducing computational and
transmission overhead to a certain extent. Moreover, the TA
only needs to release two hash seeds to revoke illegal vehicles.
We also proposed a method for rapid distributing CRLs,
effectively preventing attackers from taking false messages
with unexpired certificates. For our future work, we will
study how vehicles can establish their own groups for secure
communication and how to protect vehicles’ location privacy
without the help of infrastructure.
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