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ABSTRACT Cloud computing has emerged as a promising paradigm for the Internet of Things (IoT)
and Cyber-Physical-Social Systems (CPSS). However, the problem of how to ensure the security of data
transmission and data storage in CPSS is a key issue to address. We need to protect the confidentiality
and privacy of users’ data and users’ identity during the transmission and storage process in CPSS. In
order to avoid users’ personal information leakage from IoT devices during the process of data processing
and transmitting, we propose a certificateless encryption scheme, and conduct a security analysis under
the assumption of Computational Diffie-Hellman(CDH) Problem. Furthermore, based on the proposed
cryptography mechanism, we achieve a novel anonymous communication protocol to protect the identity
privacy of communicating units in CPSS. In the new protocol, an anonymous communication link
establishment method and an anonymous communication packet encapsulation format are proposed. The
Diffie-Hellman key exchange algorithm is used to construct the anonymous keys distribution method in
the new link establishment method. And in the new onion routing packet encapsulation format, the session
data are firstly separated from the authentication data to decrease the number of cryptography operations.
That is, by using the new onion routing packet we greatly reduces the encryption operations and promotes
the forwarding efficiency of anonymous messages, implementing the privacy, security and efficiency in
anonymous communication in cyber-physical-social systems.

INDEX TERMS Internet of Things, Cloud Computing, CPSS, Privacy Protection, Anonymous Communi-

cation

. INTRODUCTION

LOUD computing has emerged as a promising paradig-

m for the Internet of Things (IoT) and Cyber-Physical-
Social Systems (CPSS) [|1]. Cloud computing gives rise to re-
search challenges spanning from design and implementation
of mechanisms to trust and identity management in federated
environments [2]]. A central challenge is the effective security
and privacy mechanism to assure the data confidentiality and
identity privacy during the communication between highly
distrusted mobile devices in CPSS.

IoT devices collect user data, transmit and store them on
the cloud server, for later data analysis, PublicLeaks-based
criminal smart contracts can be used to protect private data
[3]. However, in most cases, user data collected by IoT de-
vices are transmitted and presented in the form of plaintext in
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the network and the cloud servers, especially those sensitive
data in enterprise information system [4]]. This causes the
collected user data to be maliciously modified or illegally
exploited. The attacker may extract confidential information
of the users from the exposed data.

How to protect the privacy of user data to assure the
rapid and secure network communication is one of the key
issues to be solved in public communication environments.
Criminal smart contracts were used to prevent criminals’
illegal behaviors [5]]. Locality-Sensitive Hashing (LSH) were
used to provide privacy-preserving and scalable mobile ser-
vice recommendation [6]. In the next generation of Inter-
net architectures, security has become part of the network
architecture, rather than being achieved through additional
networks layers on the existing Internet [[7] [8]. In the next
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generation network architecture, anonymous communication
privacy protection is implemented by encrypting the address
data which representing the user’s identity [9]. The entire
data packet of the user is securely forwarded anonymously
through the anonymous communication link, ensuring the
identity privacy of the users [[10] [[L1]]. The user identity is not
visible. However, because the network device needs to know
some information about the user to route and forward mes-
sage, users’ identity cannot be completely hidden in many
kinds of applications [[12] [[13]] [14]] [15]]. Therefore, anony-
mous communication hides important information from un-
trusted parties and discloses necessary information to the
licensor or trusted party. By using an encryption technology,
anonymous communication hides the user’s personal infor-
mation in the communication process, such as user identity,
network location, etc.

Currently, many protocols have tried to implement user
identity anonymity. In 2008, Wang et al presented a commu-
nication protocol (SA-MAC) based on unconditional secure
and efficient source anonymous message authentication code,
which can hide the identity of both senders and receivers
[16]]. while the authentication overload of this protocol is
relatively high. Furthermore, it only focuses on the authenti-
cation process of the message, and the link structure is main-
ly ring-shaped, and the protocol lacks flexibility. In 2012,
Chen et al presented an effective anonymous communication
protocol (EAC) for wireless networks, which guarantees the
anonymity of the protocol from three angles, and the scheme
only uses a hash function and symmetry encryption with
less computational overhead [17]]. In 2014, Ardagna et al
presented a solution that allows smartphone users to imple-
ment an end-to-end anonymous communication protocol in a
mobile cloud computing environment, which solves the mo-
bile privacy problem generated in mobile cloud computing
scenarios [[18]]. In 2015, Lo et al presented a new anonymous
secure communication routing protocol (HASR. HASR can
implement anonymous communication in Mobile Ad hoc
network (MANET) environment [19]. Routing efficiency is
improved by omitting a separate anonymous communication
link establishment process, but messages security is difficult
to guarantee.

Onion routing is also the most commonly used method in
current anonymous communication networks [20]. In 2004,
Dingledine et al introduced the second generation of onion
router Tor, which added a directory server to achieve forward
secrecy and protect the user’s location privacy through relay
node sets [21]] [22]. In the protocol proposed by Camenisch
in 2005, each node only knows its previous node and the
posterior node on the anonymous communication path, but
the anonymity of this protocol is not acquired [23]. In 2007,
Aaron presented an IO-automata model of an onion rout-
ing protocol, describing the case of guaranteeing protocol
anonymity and unlinkability [24]. In 2019, Piccialli et al
proposed an anonymous network architecture for on-board
and mobile devices in an onion network based on P2P (Peer-
to-Peer) technology [25] [26]. However, the server in the
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solution becomes the system bottleneck and is more vul-
nerable to attacks. The certificateless onion routing protocol
proposed in 2017 greatly improved the computing load of the
relay router and obtained a higher data transmission rate [27]]

[28]]. However, its packet structure cannot counter the data

tampering attack of the relay routing nodes.

In the next-generation network architecture, not only the
user’s identity privacy and data security but also the commu-
nication efficiency of the system should be assured. This is
a key issue in the anonymous communication network. The
proposed protocol in this paper is implemented to address the
issue.

The main contributions of this paper are as follows.

(1) To avoid users’ personal information leakage from IoT
devices, we propose a certificateless encryption scheme,
and conduct a security analysis under the assumption of
Computational Diffie-Hellman(CDH) Problem.

(2) To improve the messages forwarding efficiency, we
propose a new anonymous communication packet en-
capsulation format, effectively decreasing the number of
unnecessary cryptography operations.

(3) To achieve the identity privacy, an anonymous commu-
nication link establishment method is proposed.

(4) We complete an anonymous protocol, implementing the
privacy, security and efficiency in anonymous commu-
nication in cyber-physical-social systems.

Il. PRELIMINARY
Definition 1 Discrete Logarithm Problem (DL Problem)

Let G be a finite cyclic group with prime order q, and g
is one of its generator. If given g and g®*modq, computing
a € Zg is difficult.

Definition 2 Computational Diffie-Hellman Problem (CDH
Problem)

Let G be a finite cyclic group with prime order q, and
g is one of its generator. If given g“modq and g"modg,
computing y = g““modq is computationally difficult.
Definition 3 Security Model

Assume that A; and Aj; represent type I attacker and
type II attacker, respectively. A; can perform partial private
key query, public key query, private key query, and public
key replacement query operation, but does not know the
system master key. Ay has the system master key, which can
perform partial private key query, public key query, private
key query as A; but can not perform public key replacement

query.

lll. NEW CERTIFICATELESS ENCRYPTION SCHEME
This paper designs a new certificateless encryption scheme
applicable to anonymous communication packet encapsula-
tion format and anonymous communication link establish-
ment process as follows.

A. CERTIFICATELESS ENCRYPTION SCHEME
The certificateless encryption scheme of this paper consists
of the following five sub-algorithms.
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Setup: KGC inputs the security parameter [ to generate a
cyclic multiplication group G with a prime order q (length
is 2! ) and a generator g. KGC chooses three hash functions
Hy :{0,1}*xG — Z,, Hy : G — {0,1}*. KGC randomly
selects skgys S Z4 as the system master key, obtains
Phsys = g°*Fsvsmodq as the system public key. The system
public parameter is param = (q, g, G, H1, Ha, pksys). The
message m € {0,1}* is plaintext space, and the ciphertext
¢ € C'is ciphertext space.

Fartial Private Key Extraction: KGC generates a partial
private key for the user after verifying that the identity of

the user ID is legal. KGC randomly selects krp & Zq
and calculates sp,, = g¢g*Pmodq. Let rp,, = kip +
sksys - Hi(ID, sp,,)modq , gets a partial private dip =
($D;psTD;rp)» KGC sends it to the user ID through the secure
channel.

Set Public-Private Keys: After receiving the djp =
($D,psTD,p) from KGC, the user runs this key generation
algorithm to generate his own public-private key pair. He
picks a random value ¢;p <i Z, and computes uyp =
g'"Pmodq. Then, the public key of the user is pk;p =
($D;purD), and the private key is skyp = (rp,,,trp). The
user transmits his public key to the KGC through a secure
channel and K GC publishes it in the public information list.
The user keeps the private key skrp = (rp,,,t1p) secret.

Encryption: The user wishes to encrypt the information m.
Firstly, he randomly chooses w;p <i Zg4, calculates W =

g“"Pmodgq. The user encrypts the information and calculates
Hy(ID,sp, ) \WID
c1 = (sp,,, - Pksys PIDIy ey = P modg, ¢ =

Hj(c1-c2)@®m mod g by using the public key of the recipient,
and transmits the ciphertext ¢ = (W, ¢3) to the recipient.
Decryption: The recipient decrypts the ciphertext ¢ =
(W, c3) with his private key, calculates ¢; = W'Pip, ¢co =
WP and obtains the message plaintext m = c3® Ha(cq-c2).

B. PERFORMANCE ANALYSIS
Correctness

The correctness of the certificateless encryption scheme
can be proved by the following equation. Using the sender’s
public key pkrp = (sp,p,up,p), the original message
plaintext m can be obtained.

cs @ Ha(cq - ¢2)
=c3® Hy(W"PiD - WtID)

=3P HQ((gWID)k1D+5ksysH1(1D:SD1D) . (gwlD)tID) (1)
Hl(ID,SDID)

=3 @ Hy((sp,p * Phisys ) - urp’)
=m
Security proof

It is assumed that Type I attacker A; and Type II attacker
Ajy can break the encryption scheme of this section. The
game plays between Challenger C' and A; or Aj; until
C derives the solution to the CDH problem based on the
interaction results, breaking the security assumption of the
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CDH problem. According to the security proof requirements
shown in references [13]] [[19]], attackers A; and A;; can
adaptively perform various queries such as random oracle
query, partial private key extraction, public key request, pri-
vate key extraction, and decryption query. C' will respond to
these queries according to the distribution of responses in real
attacks.

For the attacker A, C sets g*modq as part of the challenge
ciphertext and g"modq as the system public key. For the at-
tacker Ay, C sets g*modgq as part of the challenge ciphertext
and uses g”modgq to generate the public key associated with
the challenge identity ID.

The challenger C selects the system master key skgys €
Z,, calculates the system public key pks,s = g**»*modg,
and C sends the system key skgys to Ajy .

Theorem 1 Under the security assumption of the CDH
problem, if H; and H, are random oracles, the certificateless
encryption scheme of this paper has type I security.

Proof Suppose there is a type I attacker Ay can break the
encryption scheme of this paper with a non-negligible prob-
ability ¢ within Probabilistic Polynomial Time (PPT), we
prove that using the ability of A7, C' can construct a method
to solve the CDH problem. From the security assumptions
of the CDH problem, it is impossible for A; to break this
scheme.

Assume that A; raise queries to random oracles in finite
polynomial time. In the following steps, we demonstrate that
using Ay, Challenger C' successfully constructs a solution to
the CDH problem.

Setup

The challenger C sets pksys = g'modq and passes the
system parameters params = (q,9,G, Hi, Ha, pkeys) to
Ay, where Hq, Hs are random oracles controlled by C.
Phase 1

Ay performs the following oracle queries, Challenger C'
responds to the queries from A;.

H; Query: For a given (ID,sp, ), Challenger C prepares
a hash list L, to record all /1 hash queries and responds as
follows, where the hash list is empty at the beginning.

If (ID,sp,,),a) exists in Ly,, C returns « as the
answer.

Otherwise, randomly selects « — Zqs
((ID,sp,,),a) to Ly, and returns « as the answer.

Hy Query: For a given (¢ - ¢2) query, Challenger C
prepares a hash list Ly, to record all Hy hash queries and
responds as follows, where the hash list is empty at the
beginning.

If {((¢1 - ¢2), k) exists in Ly, , C returns k as the answer.

5 adds

Otherwise, randomly selects % & {0, 1}l, adds {((cy -
¢2), k) to Ly, and returns k as the answer.

Partial Private Key Query: For a given I D, Challenger C
responds to partial private key queries as follows.

If the (ID, (Sp,p,7D,p)) exists in the list Ly, C returns
drp = (Sp;p,TD;p) as the answer.

Otherwise, C proceeds as follows.
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By randomly selects 7p, , & Zg4, C calculates sp,,, =
g"™Pio g~ *modq. Adds ((ID,sp,,),«) to Ly, and add
<ID, (SDID7TDID)> to Lpar- Returns d;p = (SDID,T'DID)
as the answer.

Public Key Request Query: For a given I D, Challenger C
responds to the public key request query as follows.

If the (ID, ($p,p,UD,p ), coin) exists in Ly, C returns
pkip = ($Sp;p,UD; ) as the answer.

Otherwise, C selects coin € {0, 1} such that Pr[coin =
0]=9.

coin € {0,1} is a guess as to whether I D is the challenge
identity chosen by the attacker during the challenge phase.
coin = 0 means that /D is not a challenging identity. coin =
1 represents that 1 D is the challenging identity.

When coin = 0, C does as follows.

If the (ID,(sp,p,TD;p)) exists in the list Lyqq, C

randomly selects t;p <— Z,, calculates urp =
g'"?modq, adds (ID, (rp,,,trp)) to the list Ly, , adds
(ID,(sp;p,urp), coin) to the list Ly, and returns pk;p =
($p;p,urp) as the answer.

When coin = 1, C does as follows. randomly se-

lects kip,tip <i Z,, calculates sp,, = g* 1 Pmodyg,
urp = ¢'"Pmodg, adds (ID, (t;p+),krp) to Lyyp, adds
<ID, (t]D*), k1D> to Lp”‘v, adds <ID7 (SDID R k‘]D)> to Lpar7
and gives pkrp = (Sp,,,urp) as a response.

Private Key Extraction Query: For a given I D, challenger
C responds to the private key extraction query as follows.

C Runs the above public key query algorithm with 1D as
input to get (ID, (sp,,,urp), coin) € Lyyp.

When coin = 0, C finds (ID, (rp,,,,trp)) in Ly, and
returns skrp = (Sp,p,7D,p) as the answer. Otherwise, C
returns "abort" and the algorithm ends. In this case, C' cannot
calculate rp, .

Public Key Replacement Query: A; sets pkip =
(spp ,, ur Dl)- To respond a public key replacement, C' finds
the (ID, (sp,p,urp), coin) in Ly, , replaces (Sp,,,urp)
with (sp,, ,usp ), and marks the tuple as "updated".

Decryption Query: For a given ciphertext ¢ = (W, ¢3),
Challenger C' responds to the decryption query in the follow-
ing manner.

Cfinds (ID, (sp,,,urp), coin) in Ly, . If it does not ex-
ist, C runs the above public key query algorithm to generate
apublic key pkrp = (sp,,, urp) for the user ID .

If it exists and coin = 0, it is obvious that C' knows
the private key skrp = (sp,p,7D;p) Of the corresponding
ciphertext and can calculate the corresponding plaintext m
as follows. Calculates ¢; = W"Pipmodq, co = WP modg,
and decrypts the plaintext m = ¢3® Ha(cq - ¢2) as a response
to the decryption query. Otherwise, if it exists and coin = 1
( C does not know 7p,,, ), C can also calculate the plaintext
as follows.

C first calculates c; = W' Pmodq, runs the H; query to
get the ((ID, sp,, ), ) , and then calculates u}[ - (sp,, -
pk?ys)ijmOdq = C1 - Ca.

If the challenger C gets ((c; - ¢2,k)) in the Ly, so that

c=kdm,cr-co =uif’ (sp,p - Pklys) P modg = c1 -,

4

then C' can calculate the laintext m = c3 @ k and returns it to
the attacker. And then C calculates ¢; = (¢ /W*? D*)“_1 =
g“?modq as the solution to the CDH problem.

Otherwise, C returns "reject" and the algorithm stops.
Challenge

Suppose that attacker A; sends an identity ID*, t-
wo plaintexts (mg,mq)to challenger C. Suppose that
<ID*(p,urp~),coin> is the public key of ID* in L,,;, and
the <ID,(sp,,.,"D, > 1s his partial private key in L.

If coin = 0, the output is "abort" and the algorithm stops.

Otherwise, if coin = 1, since the public key may be
replaced by an attacker, A; sets the value p = gFro* =
g*modq as the public part of the private key of ID*.
C finds <ID,t;p-,rp,,.> in Ly, and selects a ran-
dom value be{0,1}. At this point, C' calculates a* =
H\(ID*,sp,,.)w* = g"modq, ¢ = W Pipx =
WOt Nimodq, ¢ = W*1p*modq, and then generates
the challenge ciphertext (W*, c3)and sends it to A;. Where
Ho((sp, p 9" )" u¥p.) and 7p, . are the private keys of
challenging identity, but Challenger C' does not know rp, ...
Phase 2

At this step, Challenger C' can continue to respond various
query operations according to the previous challenge results,
but does not allow A; to perform a private key query for the
challenging identity /D*.

Guess

Based on the previous challenges and query results,A;
outputs a guess for b. If an attacker A; can decrypt challenge
(W™, c3) to get the correct plaintext message myg or mq, then
it must have done Hy query to get k. Therefore, C' can find
(c1 - ¢2) and the corresponding k in Ly, , then A can output
the guess b.

Analysis

If the attacker A; makes Ho query but does not perform
the decryption query (sp, . - gb'“)a -urp~® and the private
key query of the challenging identity I D*, the challenger C
does not abort the response during the game, and A; can get
the true plaintext mg or m; of the corresponding challenging
ciphertext (W*, c3), which means that attackerA; calculates
the true value of ¢; = g((A+ve)u),

Suppose that the advantage of A; breaks this encryption
scheme type I security is €. As long as C does not abort,
Challenger C' can use the ability of A; to calculate the
solution ¢; = (¢1/W*rp*)@"" = gu of the CDH problem.
Therefore, the probability that Challenger C' does not abort
is the probability of C to successfully break the security
assumption of CDH.

Assume that the number of times that A; does private
key query is gpriv. The condition of that C' does not stop
during the challenging phase is coin = 1, the happening
probability of which is (1 — ¢§). In addition, the condition
of abort during the private key extraction query phase is
coin = 0, the happening probability of which is . Because
the number of private key queries is gy, the probability
that the simulation algorithm does not stop during the entire
private key extraction query phase is §9riv. Therefore, the
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probability that the whole simulation process will not stop
is(1 — 0)0%riv. That is, if A; can break the encryption
scheme with a non-negligible probability ¢ within PPT, the
probability that challenger C' successfully breaks the CDH
problem is (1 — §)d%riv, which is non-negligible.

According to the security assumption of the CDH problem,
the certificateless encryption scheme proposed in this paper
has type I security.

Theorem 2 Under the security assumption of the CDH
problem, if H; and H; are random oracles, then the certifi-
cateless encryption scheme of this paper has type II security.

Proof Suppose there is an attacker Aj; who breaks the
encryption mechanism of this paper with probability € in
the polynomial time. In the following steps, we prove that
by using the ability of A;;, C' can obtain the solution of
the CDH problem with a non-negligible probability. That
is, by simulating a type II security game, for a given input
params=(q,G,g,9", g"), C can obtain V = ¢“¥ as a solution
to the CDH problem.

Setup

Challenger C randomly selects sk S Z4 and calcu-
lates the public key pksys = g°Fsvsmodq. C generates the
public parameter params=(q,g,G,pk*¥®, H1, Hy) and sends it
to A;y. C sends the master key sk*Y® to A through a secure
channel.

Phase 1

Ay performs the following random query, which is re-
sponded by the challenger C.

H; Query:For a given input(ID,sp,,,), Challenger C re-
sponds to the H; query as follows.

If <(ID,sp, ,),a>exists in L, , C returns « as the answer.

Otherwise, C randomly selects « & Zq, and adds
<(D,sp,,).a>to Ly, and returns « as the answer.

Hy Query: For a given input(cy, co), Challenger C' re-
sponds to the Hy query as follows.

If<(cy - c2),k> exists in Ly,, C returns k as the answer.

Otherwise, C' randomly selects k & {0,1}! and adds
((e1 - c2,k)) to Ly, and returns k as the answer.

Partial Private Key Query: For a given input /D, Chal-
lenger C responds to partial private key queries as follows.

If (ID,(sp,p,"D;p)) exists in the list Ly, C returns
dip = ($p,p,7D,p) as the answer. Otherwise, C' proceeds
as follows.

Using the system key sk, C' generates a partial private
key for the user I D as follows .

C selects krp S Z,; randomly and computes
sp;, = ¢"Pmodq. C looks up the list Ly, to
get the ((ID,sp,,),a). Lets rp,, = kip + sksys -
H.(ID,sp,,)modg. Adds (ID,(sp,,,"D;p)) t0 Lpar. At
last, C' returns (Sp,,, "D, ,,) as the response.

Public Key Request Query: For a given input 1D, Chal-
lenger C responds to the public key request query as follows:

If (ID,(sp,p,urp),coin) exists in L., C returns
pkip = (sp,p,urp) as the response.
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Otherwise, C selects coin € {0,1} such that Pr[coin =
0] = 4.

If coin = 0, C does the following steps.

If (ID,(sp,p,"D,;p)) exists in list L, (otherwise,
C needs to run the above partial private key query al-
gorithm to get a partial private key (sp,,,"p,p).)» C

randomly selects t;p <i Z4, and calculates urp =
g'"Pmodq. Adds (ID,(tp,,,"D;p)) t0 Lprip and adds
(ID,(sp;p,urD),coin) to Lyyp. At last, C returns pk;p =
($D,p,urp) as the response.

If coin = 0, C randomly selects ¢;p <i Z4, calculates
urp = (g“)""Pmodq. C adds (ID,(sp,,,urp),coin) to
Lyup, adds (ID, (%,7p,,),trp) t0 Lpriy, and returns to
pkip = ($p,p,urp) as the response.

Private Key Extraction Query: For a given input ID |,
Challenger C' responds to the private key extraction query
as follows.

First, C' runs the public key query algorithm to get the
public key (ID, (sp,,,urp),coin) € Ly, of the identity
ID.

If coin = 0, C looks up (ID, (t;p,7p,p)) in Ly and
returns sk;p = (t1p,7p,,) as the response. Otherwise, C'
returns "abort" and the algorithm stops.

Decryption Query: For a given ciphertext (W, c3) , Chal-
lenger C' responds the decryption query as follows.

C'looks up (ID, (sp,p,,urp),coin) in the Ly,;. If it does
not exist, C' runs the above public key query algorithm to
generate a public key for the user I.D.

If coin = 0, C' looks for (ID, (t;p,rp,,)) in Ly, gets
skip = (tip,rp,p,) » and then runs the decryption query
algorithm to get ¢; = W'™Pip [ ¢y = WHD, m = ¢c3 @
Hs(cq - ¢2). Atlast, C returns plaintext m as a response.

If coin = 1, C calculates c; = W"Prp, runs the H; query
to get the (ID, sp,,), @) .

If ((c1 - ¢2),k) exists in Ly,, C calculates ujy =
((gu)tID)wIDmOdq W = g¥tP cr - cp = UC}JBD : (SDID ’
pkgys)<P, and then C performs an Hy query. If Challenger
C succeeds in doing a query in Ly, , and gets Ha(cq - ¢2), he
returns plaintext m = ¢z ® Ha(cy - ¢2) as the response.

Otherwise, C returns "reject” and the algorithm stops.
Challenge

The attacker Aj; chooses a challenge identity 7 D* and
two plaintext messages (mg,m;) and sends them to Chal-
lenger C'.

C performs a public key query in L, to get
(ID*,(Sp, x> UrD+), coin), and if coin = 1, the algorithm
continues. If coin = 0, the algorithm stops.

C looks up (ID*,(t;p+,"p,p.)) in the Lp.,. Selects
random bit b € {0,1} and decides which plaintext to be
encrypted. Sets W* = g¢¥, a* = Hy(ID*, sp,,.), where
¢ = W*Pip+, ¢y = WHutipe  — (gu)tID*U 3 =
(W*TPrp« . W*utip= ) @ymy, and sends (W*, ¢4) as the target
ciphertext to the attacker Aj;.

Phase 2

At this step, Challenger C' continues to respond the various

query operations of Phase 1 based on the results of the
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previous query, but does not allow A;; to make a public key
replacement.
Guess

In the end, Ay outputs a guess bit b based on the previous
query and challenge results. If attacker Ay can decrypt the
ciphertext to get the corresponding plaintext, then he must
have performed H; query.
Analysis

Suppose attacker A;; made an H; query on the
(ID*, sp,,.) but did not do decryption query to (sp,, -
pkg‘ys)b - urp+?, and there is no private key query and
Challenger C' did not stop the algorithm. Suppose attacker
Ajy can break the encryption scheme of this paper and obtain
the plaintext of the corresponding challenge ciphertext. At
this time, Challenger C can use the ability of the attacker
Ajy to get cé/t”’* = ¢g"V as a solution to the CDH problem.

In order to analyse the probability that Challenger C' suc-
cessfully solves the CDH problem, suppose that the number
of private key queries performed by Aj; is gpriy, and the
parameters given by type I security proof are used. The
probability that C' will not stop (coin = 1) is (1 — J) during
the challenge phase. The probability that a single private key
extraction query will not stop is d, and the probability that
the entire private key query phase will not abort is §977iv, s0
that the probability that the whole simulation process will not
stop is (1 — 0)d%riv. That is, if A;; can break the encryption
scheme with a non-negligible probability ¢ within PPT, the
probability that challenger C' successfully solves the CDH
problem is (1 — §)d%riv, which is non-negligible.

According to the security assumption of the CDH problem,
the encryption scheme of this paper has Type II security.

IV. ANONYMOUS COMMUNICATION PROTOCOL
BASED ON CERTIFICATELESS ENCRYPTION

Onion routing technology plays a vital role in anonymous
communication networks, not only hiding the user’s network
location, but also resisting traffic analysis attacks [29] [30].
Based on the above encryption scheme, this paper proposes
a new packet encapsulation format using the framework of
onion routing protocol, and implements a new anonymous
communication protocol, which can realize fast and secure
anonymous message forwarding.

The anonymous communication protocol is divided into
two parts: anonymous communication link establishment
and anonymous message forwarding. The establishment of
anonymous communication links is mainly to implement the
distribution of shared keys [31]]. The shared keys are divided
into two categories, one is for encapsulation of onions to
encrypt and decrypt operations during the establishment of
anonymous communication links, and the other is for the
encryption and decryption operations of anonymous data
packets during message forwarding [32]. Both shared keys
are generated based on the certificateless cryptosystem using
the DH key exchange.

A. ANONYMOUS COMMUNICATION LINK
ESTABLISHMENT

When a user /D4 wants to establish an anonymous com-
munication link with a destination D, KGC firstly selects
L (this protocol takes L = 3 as an example) onion routing
nodes in the public list, and obtains the long-term public key
pk;(i = 1,2, 3) for the relay nodes and long-term public key
pkp for the destination node D.

A user ID 4 uses his own private key to generate tem-
porary public-private key pairs (Xp,Yp) and (X;,Y;)(i =
1,2, 3), respectively with the destination node D of the link
and the three routing nodes R;(i = 1,2,3) when establish-
ing the link. Based on these temporary public-private key
pairs, the user 1D 4 uses the DH key exchange algorithm to
generate shared session keys Kp and K;(i = 1,2,3) with
destination node D and three routing nodes R;(i = 1,2, 3),
respectively.

User ID 4 firstly generates a link establishment request
REQ), encrypts it using the shared key Kp. And then 1D 4
uses the shared key K;(i = 1,2, 3) encrypt the anonymous
link setup request layer by layer to obtain a three-layer onion
link setup packet.

The encrypted content includes next-hop router, session
deadline, and onion encrypted packets that needs to be for-
warded to the next-hop router.

Moreover, ID 4 distributes the temporary key Yp and
Yi(i = 1,2,3) selected by itself to the destination node D
and each onion routing node R; (i = 1,2, 3), using the long-
term public key pk; of the node R;.

The three-layer onion packet structure is shown as follows.

{{{{(REQ’ ) EXP’ 7)KD’ (YD)PvaEXP’ RD}K37
(Y3)phs, EXP, Ra} ks, (Y2)pho, EX P, Ro} iy, (Y1) iy }

A user ID 4 sends the three-layer onion to the first routing
node R; of the anonymous link. R; decrypts the public key
of the onion packet by using its long-term private key sk; and
gets the temporary public key Y;. The decryption operation
of the onion packet is performed in two steps:

€]

(1) Using the DH algorithm, calculate the shared session
key K; from the sender I D 4 based on the temporary
public key Y7 : K; = (Y7)%1,

(2) Decrypt the first layer of onion using the shared session
key K, get the next-hop routing node Ro, the session
expiration time £ X P, and the two-layer onion packet
that needs to be forwarded to Rs.

{{{(REQ7_7EXP’_)KDv(YD)PvaEvaRD}K?n (3)
(Y3)pks, EXP, Ra}icy, (Y2)pk, }
R, first checks the validity of the session time. If the
deadline is not exceeded, R; forwards the decrypted two-
layer onion encrypted data packet to routing node R,.
After having received the two-layer encrypted onion pack-
et, the routing node Ry performs the same operation as the
routing node R;. He decrypts the temporary public key Ys
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with its private key, and calculates the shared session key Ks.
R5 uses K to decrypt the second layer of the onion to collet
the next hop routing node Rj3, the session expiration time
EX P, and one-layer of onion encrypted packet that needs
to be forwarded to R3 as follows.

{{(REQ7 ) EXPa _)KD7 (YD)ka,EXP, RD}K3)
(YE‘])P’%}

R, forwards the decrypted one-layer onion encrypted data
packet to routing node R3.

Routing node R3 performs the same operation as routing
node Rs, obtains the inner onion encrypted packet as follows.
And Rj3 forwards it to the destination Rp of the anonymous
link.

“4)

(REQ,—,EXP, =)k, (YD)pkp &)

The destination D receives the inner onion and decrypts
(YD) pk,, with its private key skp to obtain the temporary
public key Yp. The temporary public key Yp and its own
long-term private key skp are used to generate the shared
key Kp and D decrypts (REQ,—, EXP, —)k, to get an
anonymous link establishment request RE(Q) and session
expiration time. After decryption, it is found that the packet
has no next-hop router, and it confirms D that it is the
ultimate receiver of the packet, and it can start analysing the
link establishment request RE(Q) .

If D agrees to the link establishment request, by interact-
ing with KGC, based on the certificateless cryptosystem,
it generates a pair of session temporary public-private key
pair (X}j, Y,é,). The subsequent session applies the DH key
exchange algogithm to generating a session key K ;3, where

’

K, = (Yp)*p for the subsequent data transmission phase
between the source /D4 and the destination D. Then D
generates the acknowledgment information ACK of the
anonymous link establishment. D uses the K p to encrypt its
own session temporary public key Y[/) and acknowledgement
information, and returns it to its previous node R3 according
to the previously reserved routing information.

When the onion routing node R;(i = 1,2,3) receives
the confirmation message, it generates a pair of session
temporary public-private key pair (X;,Y;)(i = 1,2,3) in
the same way.

The onion routing node R;(i = 1,2,3) can generate the
shared session key K, where K, = (Y;)¥Xi(i = 1,2,3)
with the temporary public key Y; of I.D 4. In the later session
phase, the onion routing node R;(¢ = 1,2,3) can use this
session key K; (t = 1,2,3) to perform encryption and
decryption operations on the onion packet.

D and onion router R;(i = 1,2,3) encrypt acknowl-
edgement message ACK layer-by-layer using Kp, K;(i =
1,2, 3) and return the onion packet to the previous-hop node
in turn as follows:

{{ACK, YD) kp Y3 ko, Yadiw Vi b (6)
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After having received the confirmation onion packet, the
user I D 4 decrypts the onion packet layer by layer using the
shared key K;(i = 1,2, 3) and K p to obtain the confirmation
message of the destination D and the temporary public key
Yil (1=1,2,3) and Y]; . I D4 can calculate the session keys
K;(i = 1,2,3) and K, of the routing nodes R;(i = 1,2, 3)
and D in the anonymous data transmission phase based on
the DH key exchange algorithm.

Kp, = (Yp)*» %

K; = (Y))%(i=1,2,3) ®)

?

At this point, the anonymous link establishment process
ends.

B. ANONYMOUS MESSAGE FORWARDING

If the link is successfully established, anonymous data trans-
mission can be performed between users. The user 1D 4
selects the anonymous message m to be sent, and uses
the session key K;(i = 1,2,3) generated during the link
establishment phase to sequentially encrypt and generate
onion routing packets, and forward messages along with the
anonymous communication link.

In order to improve the transmission efficiency, this paper
strips the anonymous message from the onion packet and
only encrypts the message m with the session key K;:,,
and designs a new packet format (as shown in TABLE 1).
It greatly reduces the number of encryption and decryption
operations of anonymous messages, improving the efficiency
of anonymous message forwarding.

TABLE 1: Anonymous message packet format

Head of the data packet with onion encryption
{{{(-,EXP, —)K/ ,EXP, RD}K’ ,EXP, Rg}K/ ,EXP, RQ}K/
D 3 2 1

Valid data ciphertext {m} -
D

Cryptographic signature o

Therefore, in order to prevent the data packet from being
illegally falsified during the message transmission process,
this paper uses the special signature method to ensure the in-
tegrity of the anonymous message. If the message is changed,
the signature verification fails and the message is discarded.

The user ID,4 and the three onion routers sequentially
encrypt the next hop routing information R and the session
expiration time FXP on the anonymous path using the
session keys K/D and K;(z = 1,2,3), respectively, to form
an onion routing packet structure for anonymous message
forwarding. The valid anonymous message m uses K ;3 to en-
crypt just one layer, and then performs subsequent signature
operation, which is appended to the onion routing packet.

After the user 1D 4 has obtained the signature key sk, he
uses it to sign the packet and send it to the first node of the
link.
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After having received the data packet, the onion routing
node R;(i = 1,2,3) uses the shared session key K (i =
1,2, 3) to decrypt the corresponding onion layer, obtains the
next hop routing information, and forwards the inner layer
onion to the next hop. All onion routing nodes undertake
the same procedure until the packet reaches destination D.
D firstly verify the validity of the signature. If the signature
is invalid, the anonymous message is discarded. Otherwise,
the anonymous communication message m of the sender is
obtained by decrypting the innermost onion packet using the
session key K ;3.

The packet structure in the anonymous message forward-
ing process is as follows:

{{{{(_?EXP7_)K’DaEXPa RD}KéaEXPa R3}K;7
EXP, Ra} s |I{m} gt [{hash(m)}sign}

Conversely, if the destination D wants to communicate
anonymously with the user D4, suppose the anonymous
message is m’, the onion packet is forwarded in the reverse
direction of the anonymous communication path. Destination
D first encrypts the anonymous message and the expira-
tion time EX P with K }3, and feeds back to the previous-
hop router on the anonymous path. The previous-hop router
continues to encrypt the packet with the session key along
the anonymous path. Until the anonymous message is fed
back to the source user 1D 4, ID 4 uses the session keys
K;(i = 1,2,3) and K, to decrypt the onion in turn to get
the anonymous message m’ sent by D. The corresponding
packet format is as follows.

€))

{{(m’, {hash(m)}sign. EXP) o1 ,.EXP} s EXP}
(10)

The anonymous message forwarding process between Us-
er I D4 and Destination D completes.

C. PERFORMANCE ANALYSIS
1) SECURITY ANALYSIS
Theorem 3 If the encryption algorithm is provably secure,
the new anonymous communication protocol is secure.
Proof 1f attacker A can break the security of the protocol
in this paper, then we can build an algorithm, in which
Challenger C can use A’s ability to solve the CDH problem.
Suppose that C is the challenger of certificateless encryp-
tion. C runs Setup(1') — (params, sk,s) and calculates
(pka, ska), sends params and (pkg, skg) to A. If A issues
a key extraction query on the I D*, then C' computes Djyp+«
and returns Djp+ to A . A sends ID* , (mg,m1) and
signing key sk* to C. C' calculates ciphertext ¢* on myq or
my1, uses sk* to calculate the corresponding signature o, and
sends (ID*,0,c*) to A. If A issues a key extraction query
on ID = ID*, C returns D;p to A. Finally, A outputs
b e (0, 1), which can break the security of the certificateless

8

encryption protocol. This contradicts to the security of the
proved certificateless encryption protocol.

2) EFFICIENCY ANALYSIS
In order to analyze the anonymous communication protocol
in this paper, the efficiency of the protocol is discussed in this
section. The efficiency achieved by the specific parameters is
compared with other current protocols. We analyze the cost
of establishing a link of length n from the perspective of the
source user and the onion routing nodes.

A comparison of the protocol in this paper with other
protocols [27], [33]] is shown in the following TABLE 2.

TABLE 2: Efficiency Analysis

IBE CL-OR This protocol
index user routing user routing user routing
node node node
Encryption 1 0 1 0 1 0
Decrypt 0 1 0 1 0 1
Modular exponentiation | 1 0 3 2 3 3
Algorithms in Groups 3 1 0 0 0 0
Pair 2 0 0 0 0 0

As can be seen in TABLE 2, the protocol of this paper
is basically the same as the other two protocols except for
the modulus exponentiation. But in our protocol, the value
SID - pks?s(ID’sI P) of each onion routing node can be pre-
calculated to spare the computing overhead. In addition, since
the key of KGC does not change, the pre-calculated value
does not need to be changed repeatedly. The user has to
calculate three exponentiations for each onion routing node.
Since urp will frequently change in value 7, it cannot be
pre-calculated. On the other hand, each onion routing node
performs three exponentiations to obtain the session key.

The key point is that the proposed anonymous commu-
nication protocol does not require KGC' to make frequent
changes to the system key. The user only needs to obtain
the key of KGC once, which also holds when the onion
routing node requests its private key. For KGC, it does not
require repeatedly running the key generation phase and has
a lower computational load. At the same time, the use of a
certificateless mechanism can avoid unnecessary scalability
and complex key escrow issues, as well as management ver-
ification of user certificates. Compared with other protocols,
it not only implements security in the encryption process, but
also detects whether the data has been modified. The protocol
can still achieve better efficiency.

V. CONCLUSION

To ensure the end-to-end user data confidentiality, integrity
and identity privacy in CPSS [34], we respectively propose
a certificateless encryption scheme, an anonymous commu-
nication packet encapsulation format, and an anonymous
communication link establishment method. And at last we
complete an anonymous protocol in CPSS. Performance
analysis shows that the anonymous communication proto-
col of this paper has the identity anonymity, the messages
confidentiality and messages integrity features. However, the
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proposed protocol in this paper just uses three relay nodes
in the anonymous communication link. How to increase the
number of relay nodes in anonymous communication link
to strengthen the security of anonymous communication in
CPSS is our key points in the future work.
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